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Abstract

Investigatingthe behavior of computerandnetwork systemsoften involves collectingand analyzing
tracesof useractivity. Becausetracesareexpensive to storeandcollect,andbecauseit is desirableto repli-
cateexperimentalresults,it is commonto publishtracedatafor useby otherresearchers.To maintainthe
privacy of users,tracesareusuallyanonymizedbeforepublication.Wediscussprior methodsfor anonymiz-
ing suchtraces,including weaknessesanddrawbacksin thosemethods.We thenpresenta new method
that cananonymize stringssuchasURLs while preservinga maximumamountof informationuseful to
researchers.



1 Intr oduction

In an experimental�eld suchas computersystemsscience,it is commonto study real-world behavior
as a meansof gaining insight. One time-honoredmethodologyis the collectionof tracedata,either as
a snapshotor over a periodof time, for later replayor analysis. Suchstudieshave analyzed�le system
behavior [9, 10, 14, 17, 19, 23, 22, 28, 35, 36, 43, 45, 46, 47, 50, 51], network performance[6, 15, 25,
32, 38, 41, 39, 49, 57], andWWW behavior [1, 2, 3, 7, 8, 11, 12, 13, 16, 29, 33, 55]. Thesetraceshave
hada signi�cant effect on systemdesign,resultingdirectly in improved �le-system designs[44], network
performancemodels[12, 25], andWebcachingmethods[8, 24, 55]

Many researchershavechosento maketheirtracesavailableto othersbecausethecollectionof tracedata
is dif�cult, time-consuming,andresource-expensive. Suchtracesharingallows follow-on studiesaswell
asenablingindependentveri�cation of a study's conclusions.However, sharingtracedataalsointroduces
signi�cant privacy problems,asdescribedby Blaze[9]:

As in any researchwheredataarecollectedaboutthebehavior of humansubjects,theprivacy
of the individualsobserved is a concern.Although thecontentsof �les arenot loggedby the
toolkit, it is still possibleto learnsomethingaboutindividual usersfrom examiningwhat �les
they readandwrite. At a minimum, the usersof a monitoredsystemshouldbe informedof
thenatureof thetraceandtheusesto which it will beput. In somecases,it maybenecessary
to disablethe nametranslationfrom nfstrace whenthe dataarebeingprovided to others.
Commercialsiteswhere�lenames might reveal somethingaboutproprietaryprojectscanbe
particularlysensitive to suchconcerns.

Becauseof the privacy issues,many researchershave chosento keeptheir tracedataprivate rather
than risk violating the rights of the tracedusersor exposingvaluablecompetitive information. Others,
especiallybeforethe expansionof the Internet,have chosento publish the dataanyway, assumingthat
seriousresearcherswill respecttheir usersor will simply not beinterestedin analyzingindividual behavior
on an identi�able personallevel. Still othershave attemptedto �nd a compromiseby anonymizing their
tracedatato hidesensitive informationwhile still makingthescienti�c dataavailableto theworld.

In this paper, we presenttwo methodsfor anonymizing Web and�lesystem tracesthat avoid privacy
risks while still preservingnearlyall of the informationneededby systemsresearchers.Our methodsare
ef�cient andsecure,yetalsoprovide researcherswith maximuminformationfrom thetracedsystem.

2 RelatedWork

Until recently, little hasbeenpublishedspeci�cally on the subjectof traceanonymization. Rather, most
discussionsarelimited to a few passingsentences,or areincidentalasidesto theprimarythrustof thepaper.
Nonetheless,it is usefulto studywhatpreviousresearchershave doneto balancetraceusefulnesswith the
needfor privacy.

File systemtracing, like CPU tracing,hasa very long history. The resultsof the earliest�le system
tracingprojects[36] wereavailableonly on tape,if at all. This approachlimited the distribution of the
traces,ensuringprivacy by obscurity. With theadventof the Internet,however, it hasbecomecommonto
make tracesavailablewhena studyis published.As mentionedabove, many researcherswho distributed
traceshave chosento dosoin their original form with full pathnamesincluded[23, 50].

However, sometracesinherentlyprovideanonymity. For example,theAuspex traces[14] includedonly
hexadecimal�le identi�ers ratherthanfull pathnames.Althoughback-mappingwastheoreticallypossible



[9], thepublishedAuspex tracesapparentlydid not includeenoughinformationto enablesuchdeductions.
Similarly, theSpritetraces[5] includedper-�le uniqueidenti�ers (i-nodenumbers)ratherthanpathnames.

With the advent of theWeb, researchershave begun to addresstheprivacy issuesinherentin publish-
ing traces.Much of this work hasbeendoneat the IP-addresslevel. For example,Paxson[40] provided
simple scriptsthat replaceIP addressesby sequentialnumbers. A drawback of this methodis that net-
work informationis lost, so that it becomesdif�cult or impossibleto identify closelyrelatedsitessuchas
www.ebay.com andcgi3.ebay.com . Peuhkuri[42] usedMD5 hashingwith paddingby a secretkey
(a tracecompressiontechniquewasalsofoldedinto theanonymizer). Peuhkurialsopreservedthenetwork
portionof theIP addresssothatindividual networkscouldbeidenti�ed (this approachcouldpotentiallybe
aproblemfor lightly populatedClassC networks).

Minshall [31] approachedtheproblemof network preservation in a differentmanner. Thetcpdpriv
anonymizerusesatransformationthatguaranteesthatany two addressesthatmatchin the�rst k bitswill be
anonymizedto valuesthatalsomatchin the�rst k bits,while theremainingbitsarerandomized.1 Minshall's
methodis describedonlyby thesourcecode,but Xu [56, Section3.1] explainsthealgorithmquitesuccinctly.
Xu alsoproposesasigni�cant improvementto thealgorithm,whicheliminatestheneedfor largetables,uses
acryptographicallysecurehash,andallows parallelanddistributedanonymization.

Tracesthat incorporatemoreextensive information,suchasURLs or �le pathnames,presenta differ-
ent setof challenges.Gibson[22] “scrambled”pathnamesusinga variantof the MD5 one-way hashing
algorithm.Eachindividual componentof thepathnamewashashedto producean11-characterresult[ 21],
leaving thetotal numberof componentsunchanged.

DouceurandBolosky [18] choseamiddlegroundin releasingtheirdetailedinvestigationof �le sizesat
Microsoft [17]. Eachdirectorycomponentwasindividually hashedusinga keyedone-way hashsimilar to
thatdescribedin Section4.2.2. Thesameone-way hashwasappliedto the�le name.The3-character�le
extensionwasencodedseparatelyusinga techniquesimilar to sequentialnumbering.To preventexcessive
opacity, two smalltranslationtableswerethenprovidedalongwith thetraces,onegiving thehashedencod-
ing for 8 commondirectorynamesandtheothergiving theencodingfor the1000mostcommonextensions.
This approachallowedotherresearchersto studysomecharacteristicswhile maintaininga certainlevel of
privacy.

Wolmanet al. [54] took perhapsthemostaggressive approachin their Webstudy. URLs werepassed
throughMD5 in toto. MD5 wasnotusedfor IP addresses,however, sincethosecouldeasilybecrackedwith
anexhaustive search.Instead,four non-algorithmiclookuptablesencodedeachoctetseparately. To provide
furtherprotection,severalbits of theIP addressweredeliberatelydestroyedbeforeencodingsothatevenif
a reversecodingwerediscovered,it would be impossibleto associatea particularbehavior with a speci�c
IP address.Wolman's tracesarenotpublicly available;theseprecautionsweretakeninternallyaspartof the
original tracecollectionsothatmaximumprivacy couldbeensured[53].

Anonymizationis primarily anissuefor tracesthatcontainreadilydecipherableinformation,suchasIP
addresses,�le names,URLs, or commands.In theory, othertraces,suchasmemoryaccessstreamsor the
instructionsexecutedby a CPU,couldbe usedto reconstructthe datastreams(includinghuman-readable
namesandpaths)seenby executingprograms.However, anonymizationis muchlessof a concernfor such
tracesfor several reasons.First, suchreconstructionis quitedif�cult; merelysimulatingthetracemaynot
be suf�cient without the sourcecodefor the program. Second,obscuringthe instructionsrun andvalues
transferredmay make the traceunusablebecausethe decisionsmadeby the CPU will be different if the
datais scrambled.Third, thesetypesof tracestypically areshortin humantime scales,coveringseconds

1Potentialusersof tcpdpriv shouldnotethatthereis a bug in therandom-numbergenerationif thesymbolSVR4is de�ned,
suchthatthereareonly about27.5bits of randomnessratherthantheintended32.



or minutesof CPUtime. Thenumberof humanactionsin this time is small,soevena very largetracewill
only reveala few humanactions.

3 Dif�culties with Existing Approaches

Theprivacy problemswith unanonymizedpublicationof tracesareclear, andwill not bediscussedfurther
here.However, anonymizationhasits own dif�culties anddrawbacks,aswill beseen.

3.1 Inf ormation Lossage

As seenin Section2, mostresearcherswho have concernedthemselveswith privacy have toleratedsignif-
icant lossof informationaspartof theprocess.Themostcommonapproachis to simply replaceanentire
URL with somesortof encodedequivalent. Althoughthis providesalmostcompleteprivacy for thetraced
users,it alsocreatesdif�culties for subsequentresearchers.Filesor URLs canbeuniquelydistinguished,
but furtheranalysisbecomesimpossible.Our previouswork with �lesystem traceshasshown thatdetails
of pathnamescanbeusefulto the investigator;for example,we have at timesfoundit usefulto separately
characterizemail �les [28] or temporary�les [27]. Baker [4] hascommented:

Pathnameswerenot availablefor theSpritetraces,andI don't believe they wereavailablefor
theBSD oneseither. This proved to bea mistake for me,sinceI noticedbehavior afterwards
thatI wantedto correlateif possiblewith �le type.Wehadinumbers,soI wasableto �gure out
someof it, but notmuchof it.

Gibson[20, 22] pointsout anotherproblemwith tracingbasedon unique�le identi�ers suchasinodes:
many programssuchasemacs modify �les by readingtheoriginal �le, modifying it, writing backa new
�le with a new uniqueidenti�er, andthendeletingtheoriginal �le. Fromtheuser's point of view, only the
�le' s modi�cation datehaschanged,thoughthe�le systemhasactuallyprocessedbotha �le creationand
deletion. With traditionalunique-identi�er-based tracing,the link betweenthe old andnew �le would be
notbeavailable,but �lename tracingwouldallow therelationshipto berecorded.

Recordingfull pathnamesmay also be useful for long-term�le-migration studies,as discussedby
Miller [30] andStrange[48]. Oneof the studies[48] reportedthat strangebehavior in the tracewasthe
“result of variousbuilds, including a recompilationof emacs.” This studyfurther notedthat “the large
spikesof activity on userdisksareoftentheresultof a usercopying many �les to or from a differentdisk
or to tape.” This observationwould notbepossibleon a tracewhere�les wereidenti�ed solelyby a unique
numericvalue.

In Web tracing,knowing theURL is often critical to understandingthe trace. URLs canencodesuch
informationaswhethercontentis staticor dynamic,whetherthecontenthasbeencustomizedto thepartic-
ularuser, thelanguageusedto createor generatethepage,or wherethepageresidesin asubtree.Semantic
analysiscanrevealevenmoreinformation,muchof which is usefulin systemdesign.

3.2 Failur esof Anonymization

We have alsofoundthatsomeexisting approachesto traceanonymizationprovide lessprivacy thanmight
�rst beassumed.In particular, unpaddedalgorithmicanonymizationof individual componentscanbesus-
ceptibleto both exhaustive search(sincemany componentstendto be short)andinformedguessing.In a
Webtrace,computingthehashof commonstringssuchas“cgi-bin ,” “htm ,” and“ index ” will allow



an adversaryto identify critical directoriesand importantclassesof �les. In a �le trace,valuessuchas
“bin ,” “ root ,” and“Makefile ” canbesimilarly usedto identify homeandsourcedirectories.Armed
with this sortof information,semi-exhaustive searchescanlook for commonpatternsor subpatternssuch
as“ .c ” or “pw=.” Sinceadecodedcomponentcanbeappliedthroughoutthetrace,suchtechniquescanbe
leveragedto uncover considerablymoredetailsthanmight originally beexpected.A wiseexplorerwould
dowell to MD5-hashthenamesof all well-known systemexecutables,popularWebsites,andUsenetnews
groups(bothdirectly andundercommontransformationssuchasMIME encoding)asa startingpoint for
discoveringinformationthoughtto have beencarefullyhidden.

Otherinformationsuchaspageand�le sizes(which areusuallyrecordedin traces)andaccesspatterns
canbeassociatedwith partially decodedpathnamesto aid in thedeanonymizationprocess.For example,a
regularly accessed�le in a tracemight indicatea cron job, while oneaccessedonly in themorningmight
be“ .profile .” In aWebtrace,amoderatelylarge�le mightbeworthanexhaustive searchof 5-character
namesfollowedby thesuf�x es“.gif ” and“.jpeg”, while avery large�le mightsimilarly deserveasearchfor
“.mp3” precededby thenamesof popularsongs.Somepagescanbeuniquelyor nearlyuniquelyidenti�ed
by a combinationof pathnameandsize;for example,Google's homepageis usuallyaccessedwith a null
pathname(http://www.googl e. co m/) andhasa size that is stableover long periods. An attacker
might alsouseanInternetarchive suchasTheWaybackMachine[52] to correlatepagesizeswith speci�c
timesanddevelopanattack.

3.3 UndefendableAttacks

Someattackswill remainpossibleunlessnearlyall of theinformationin a traceis destroyed. For example,
theideaof usingpagesizesashintsin anattackleadsnaturallyto anextension,usingthesizesas�ngerprint.
Most nontrivial staticWeb sitescontaina combinationof pagesizesthat areuniqueto that location. If a
moderatelylargepercentageof sucha siteappearsin the trace,it will bepossibleto identify thesite from
thecombinationof sizesalone.Oncethesite is known, it becomespossibleto correlatetracerecordswith
individual pages,which in turn may allow somecommonstrings(suchas“ login.html ” at the root of
a site) to be identi�ed even if the pathnameportion of the URL is anonymized in toto usinga one-way
techniquesuchassequentialnumbering.

Peuhkuri[42] suggestsan interestingchosen-plaintext attackthat will work againstalmostany anon-
ymizationmethod. The ideais that during tracecollection,the attacker insertsaccessesthat will later be
identi�able throughtiming, size,or any otherinformationthatis preserved in thetrace.Later, thetracecan
beexaminedandthechosenplaintext canbecorrelatedwith its anonymizedcounterpart;this information
can thenbe usedto deanonymize other tracerecords. In network traces,the attackcanbe enhancedby
forging sourceIP addressessothatthechosenplaintext appearsto comefrom a victim site; this attackwill
succeedevenif a differentanonymizationencodingis usedfor eachsourceIP.

Webelieve thatthereis nopracticaldefenseagainsttheseattacks,exceptfor choosingnot releasetraces
or to includeonly themostbasicinformation(suchastimestampandpacket size).

4 A Flexible Approachto Anonymizing Strings

For mostpurposes,we believe thatXu's approach[56] representsthebestcompromisebetweeninforma-
tion preservationandprivacy for IP addresses.However, becauseof thedrawbacksassociatedwith existing
stringanonymizationmethods,wehavedevelopedanew approach.Ourmethodseeksto �nd anew balance
betweentheprivacy of usersandtheneedsof researchers.To do this, we have placed�ne-grainedcontrol

http://www.google.com/


of privacy into theresearcher's or eventheusers'hands.In addition,ourapproachcanuseeitherof two en-
codingmethods(sequentialnumberingandsecret-key MD5 hashing),bothof whicharesimpleandef�cient
yet resistantto mostattacksincludingexhaustive search.

Ourapproachwasdesignedwith thefollowing goals:

� Anonymizationshouldpreserve asmuchinformationaspossible.In particular, it shouldbepossible
to analyzeananonymizedtraceto discover importantnon-privateinformation,suchaswhich URLs
werestaticor which �les containedsourcecode.

� Whenpossible,anonymizationshouldbeunderthecontrolof theresearcher, thesystemadministrator,
andthe individual user. Whenusersparticipatein the tracecollection,a usershouldbeableto hide
certainstringsin asimple,convenient,andfoolproofmanner.

� Anonymizationshouldbe irreversible. It shouldnot be possibleto recover original namesby pro-
cessinganonymizedonesunlesstheattacker hasaccessto informationnot containedin thetraces.In
particular, exhaustivesearchshouldnotbeableto produceevenpartialinformationaboutanonymized
pathnames.

� Anonymizationshouldnot unnecessarilyincreasethesizeof trace�les. Tracesarelarge enoughon
theirown withoutadditionalexpansiondueto artifactssuchaschanginga3-characterpathcomponent
into a muchlongerencryptedversion.

� Whenappropriate,it shouldbe possibleto applystring-basedanonymizationto DNS names,rather
thanconvertingthemto IP addressesandthenusingXu'smethod.

Thereaderwill notethatef�ciency is not listedasa goalof our design.We feel thatbecauseanonymi-
zationis usuallyperformedonly onceon a trace,it is acceptableif theprocessis somewhatinef�cient. The
only caveatis thatif tracecollectionis continuous,anonymizationmustbeableto keepupwith theaverage
rateof arrival of new recordswithout reducingtherateof serviceto users.

4.1 GeneralApproach

Ouranonymizeroperatesonasinglestring(URL or pathname)atatime. Whenastringis to beanonymized,
a bit mask,equalin lengthto thestring, is created.Themaskrecordswhich partsof thestringshouldbe
anonymized.Initially, it is setto all ones,indicatingcompleteanonymization.

Thestring is thenmatched,in order, againsta seriesof regularexpressions.If a particularexpression
matches,thebitscorrespondingto thematchedportionsof thepathnameareeithersetor cleared,depending
on the expression. For example, in a �le trace,“ /usr/.* ” might causebits to be cleared,indicating
that�lenamesin the/usr treeshouldnotbeanonymized,but a laterexpression/usr/games/.* could
neverthelesscausethe namesof gamesto be hidden.2 In a Web trace,“ [ˆ/]*$ ” could be usedto force
the�nal componentof a URL to bepassedin theclear;“ [?&]pw=[ˆ&]* ” couldsubsequentlybeusedto
ensurethatembeddedpasswordswerestill anonymized.Thepattern“ [A-Za-z0-9]* ” is oftenusedasa
�nal stepto ensurethatqueryelements,pathnamecomponents,extensions,etc.maybeidenti�ed assuch.3

2Of course,if this werethe only hiddendirectoryin /usr , it would not be dif�cult to �gure out that somegamewasbeing
played.

3Becausethis choiceis so common,a command-lineswitch offers it as an optimizedpath that avoids the cost of regular-
expressionmatching.



After all patternshave beenprocessed,the bit maskwill indicatewhich charactersof the string need
to beanonymized. Eachcontiguoussubstringis thenseparatelyencodedandinsertedinto its properplace
amongtheunanonymizedcharacters.

4.2 EncodingMethods

Oncesubstringshave beenbeenidenti�ed for anonymization, they areencodedto prevent anyone from
recovering the original valuesfrom the trace. We have investigatedtwo differentmethodsfor doing this:
sequentialnumberingof uniquepathnamecomponents,andkeyedMD5 hashesof pathnamecomponents.
The�rst methodis somewhatfasterbut requiresa large lookuptable;thesecondis morememory-ef�cient
andcandynamicallyanonymizetracescollectedacrossmultiplemachinesor duringdifferenttimeperiods.

To increasetheportabilityandgeneralityof ouranonymizer, wehavechosenanASCII encodingformat
even thoughbinary would be morespace-ef�cient. Text formatsare amenableto processingby a wide
varietyof general-purposetools,andcanbeeasilycompressedor convertedto abinaryformatif necessary.
However, noneof our techniquesareinherentlyrestrictedto text encoding.Sincetheextensionto binaryis
straightforward,we will not considerit furtherin thispaper.

4.2.1 SequentialComponentNumbering

Thesequential-numbering methodrestson a simpleobservation: anonymizedcomponentsappearin a cer-
tain orderthatis dictatedby theformatandcontentof thetrace�le. Assumingthata particularcomponent
is alwaysencryptedto thesameoutputstring,anattacker canpost-processany trace,no matterhow com-
plex the encryptionmethod,to replacethe �rst-encounteredcomponentwith the number“1”, the second
with “2”, andsoforth. Thus,it is suf�cient to usethesamereplacementmethodologyin our own encoding
method,sincedoingsoonly revealsinformationthatcouldbereconstructedin any case.

To avoid collisionswith stringsthat might appearnaturally, the numbersareencodedin base64 and
furtherdelimitedwith auser-speci�edcharacter(“ j” by default),chosento beunlikely or impossibleto �nd
in actualtracedata.

This encodingsystemis implementedby looking up a componentin a hashtable. Eachcomponentis
handledseparately, sothat(for example)“cgi ” will beencodedthesamewayregardlessof whereit appears
in a string. Thesystemdoingthetracingneedonly keepa hashtabletranslatingcomponentsinto integers.
Wediscussthememoryrequirementsfor sucha tablein Section5.

4.2.2 Keyed MD5 Hashes

Usingalookuptableto generateencodedcomponentsworkswell, but hastwo drawbacks.First, it requiresa
largeamountof memory, whichmaybeascarceresourceonaserver. Second,it is dif�cult to “synchronize”
tracesondifferentmachines,orevenonthesamemachineafterarestart,becausethelookuptabledetermines
the encodingof a particularcomponent.Thus,a requestinto a clusterof proxy cachesmight be encoded
differentlydependingonwhichcacheit wassentto,makingit dif�cult to studytheoverallstreamof requests
to theproxycachecluster.

Keyed MD5 hashing[42] provides an effective solution to thesedrawbacks. Ratherthan keepinga
lookup tableconverting componentsinto integers,we simply appenda shortstringconstantto eachcom-
ponent,hashit usinga securehashalgorithmsuchasMD5, andoutputtheresult. As long astheconstant
is kept secret,thereis no way to recover the original component.Hashedmessageauthenticationcodes



(HMACs) [26] usea similar mechanismto provide integrity for messagestransmittedover insecurenet-
works.

Thisapproachto encodingcomponentsallows tracesto begatheredin separatelocations(or atseparate
times)with aminimumof overhead—allthatneedbedistributedis asingle,relatively shortstring.A 120-bit
key canbeencodedinto 20 characters,which is suf�cient to protectprivacy againstexhaustive search.As
longasthiskey is notdistributed,it will beimpossibleto recover theoriginalcomponentnames.Moreover,
thekey canbedestroyedasamatterof routinebefore releasingthetracesto thepublic. Becauseit is small,
it neednever be recordedin a computer�le at all, andcould insteadbe an argumentto the tracecapture
program.A signi�cant advantageof keyedhashingis that theanonymizerneednot keepa lookuptableof
all componentvalues,dramaticallyreducingmemoryusage.

Onepotentialdrawback to recordingfull securehashesis expansionof the tracelength. Even if the
hashesarestoredin binary, a 5-charactercomponentwill be expandedfrom 40 to 128 bits by the MD5
algorithm,aproblemthatwill beexacerbatedif tracesarekeptin amoreeasilyprocessedASCII format.To
addressthesizeproblem,we reducethesizeof thesecurehashoutputto thetrace.This doesnot affect its
security, but doesincreasethechancethattwodistinctcomponentswill resultin thesamevaluebeingoutput.
Thechancethatk randomly-chosensequencesof n bitswill all beuniqueis e� k(k� 1)=2n

� e� k2=2n
[34]. Since

1� e� x � x for small x, the chanceof a hashedcomponentnamecollision is 1 � e� k2=2n
� k2=2n. If we

assume224 (16 million) uniquecomponentsandfold the outputof MD5 down to 64 bits, the probability
of confusingexactly two componentsin the entire traceis 0.0015%(2� 16); the probability of multiple
collisions is only slightly higher. Moreover, to signi�cantly affect the analysisof the trace,both of the
colliding componentswouldhave to beimportantto theanalysisandappearfrequently.

Reducingthe hashlengthto 64 bits, however, still resultsin an expansionfor shortcomponents;for
example,anASCII encodingsimilar to base64 thatrecords6 bitspercharacterwill resultin 11-character
hashes. To combatthis problem,we tied the hashlength to the length of the original component(see
Table1). This approachminimizedthe increasein tracelengthwhile preservinganonymity, asshown in
Section5.

4.3 Anonymization Control

A dif�cult questionin designingaanonymizeris theissueof exactlyhow muchinformationtohide.Previous
researchershave takenanall-or-nothingapproach.Theformermethod,while admirablyprotectingprivacy,
often obscuresinformationthat would be valuableto the researcherbut harmlessto the traceduser. The
latter, asdiscussedpreviously, is unacceptablein a moderncomputingenvironment.

Our anonymizercompromisesbetweenthesetwo approachesby allowing �ne-grainedcontrolof what
is hiddenandrevealed.Theintentionis to maximizethedataavailableto theresearcherwhile minimizing
the risk to theuser. To this end,a control �le de�nes theregularexpressionsusedfor anonymization. As
describedin Section4.1, thedefault is to anonymizetheentirepathname,erringon thesideof privacy if no
control�le is given.

Thecontrol�le is comprisedof a numberof one-linecommands,eachcontaininga keyword anda reg-
ular expression.Commentsareindicatedby theusualpoundsign. Thekeyword is eitherpass or clean ,
indicatingthat thepatternmatchesinformationthat is to bepassedthroughunchangedor anonymized,re-
spectively. Parenthesizedsubexpressionsallow the anonymizationchangeto be limited to a subsetof the
matchedstring.

Figure1 shows a simplecontrol �le appropriatefor maintainingmaximalprivacy in URLs. Only the
mostinnocuousinformationis left in theclear;mostweb-pagenamesandall queryargumentsareprotected.
However, component-countinformationsuchasthedepthof a particularpageis preserved. This example



# Pass only some separators, common
# suffixes, and index pages.
pass \(\(index|main\)\.html?\)$
pass \(\(index|main\)\.html?\)[ˆa-zA-Z0-9.]
pass \(\.asp|\.html?|\.php3|\.gif\)$
pass \(\.asp|\.html?|\.php3\)[ˆa-zA-Z0-9.]
pass [/.?#=+&:;'",]
# Clean DNS names completely.
clean ˆ[a-zA-Z]*://([ˆ/]*)/

Figure1: URL control�le thaterrsonthesideof privacy. NotethattheIP addressis anonymizedseparately.
For brevity, thesuf�x list is incomplete.

# Invert the default of cleaning everything
pass ˆ.*$
# Hide everything
# under /home/medium
clean /home/\(medium\ )$
clean /home/\(medium/ .* \) $

(a)Control�le thatprovidesintermediateprivacy.

# Invert the default of cleaning everything
pass ˆ.*$
# Hide the names of saved mail files.
# The home directory name will be
# preserved.
clean /home/relaxed/\ (mail |mai l/ .* \)$
# Hide game playing
clean /usr/games.*|/u sr /sh ar e/ games.* | \

/var/games.*|/v ar /li b/ games. *
(b) Control�le thatprovidesvery little privacy.

assumesthatIP addressesarenot anonymizedseparately. DNS namesareanonymizedasa unit (including
theusernameandpassword, if given).

Figure2(a) shows a medium-level control �le appropriatefor a usernamedmedium, who wantsto
compromiseonprivacy by allowing system�lenamesto appearunchangedwhile hidingthenamesof all his
own personal�les.4

Finally, Figure2(b) shows a control �le thatallows almosteverythingto beseen,hiding thenamesof
only a few �les thatareknown to besensitive.

5 Measurementsand Performance

Any methodof obscuringsensitive informationin tracesmustmeetseveralperformancecriteria:suf�ciently
low resourceusageto avoid interferingwith normalsystemoperation,productionof tracesthataccurately
re�ect systembehavior without revealingprivate information,andgenerationof tracesthat arenot much
longerthanthecorrespondingnon-anonymizedtraces.

5.1 ComponentFrequencies

The numberand relative frequenciesof componentsare important factorsin determininghow well our
approachesto anonymizationwill work. Weanalyzedthenumberof uniquecomponentsin Webtracesfrom
theNationalLaboratoryfor Applied Network Research(http://www.nlanr .o rg / ) to seehow many
uniquecomponentsof varioussizesappearedin thetrace.We performedthis analysison on thereferences
for anentirecollectionof tracesfor a singleday(July 5th,2001).DNS nameswereincludedverbatimand
treatedasstrings,ratherthanbeingconvertedto IP addresses.

4Sincesystemprogramsareidenti�ed, a thoroughinvestigatorwould still beableto identify many other�les, suchassources,
browserbookmarks,window managerstartup�les, etc.

http://www.nlanr.org/
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As shown in Figure2, a compositeof eight proxy cachetraceswith over 4.3 million referenceshad
34.7 million components,but only 1.28 million uniquecomponents.Moreover, nearly40% of the com-
ponentsin the tracewereincludedamongthe16 listed in Figure3; thesecomponentswould likely not be
anonymizedunlesstherewasa concernover the typesof sites(.gov vs. .edu vs. .com , for example)
beingaccessed.Therewerefewer than75,000uniquecomponentsof four charactersor shorter, andno
componentlengthhadmorethan157,000uniquecomponents.

5.2 Anonymization Rateand Memory Requirements

Theoverall anonymizationrateis dominatedby threeprimaryfactors:

1. Thenumberof uniquecomponentsM anonymizedin eachrecord,

2. Thenumberof regularexpressionsN in thecontrol�les, and

3. Thematchingef�ciency of theregularexpressions.

Thetime requiredby item 1 is approximatelylinear in M. In thesequence-numbermethod,this value
is dominatedby lookuptime in our implementation(which useshashtables).Thelookuptime is approxi-
matelyconstantfor reasonablyshortcomponentlengths.In thekeyed-hashingmethod,thetimepercompo-
nentis dominatedby theoverheadof theMD5 algorithmandthecostof hashingtheappendedkey, which
againareapproximatelyconstant.

Sinceeachregularexpressionis searchedfor separately, thetotalanonymizationtime is linearlypropor-
tional to N. For factor3, we have foundthatmostof the regularexpressionsusedin practicearelinear in
the lengthof thematchedstring,so that this factorcanusuallybe ignored. However, if maximalspeedis
important,it is critical to minimizethenumberof regularexpressionsandto avoid writing expressionsthat
will causeexcessive backtracking.

Thus,theoverall complexity of anonymizationis O(MN).
Toquantifytheapproximateperformanceof ouranonymizationmethods,weranourC++-basedanonymizer

onthetracesdiscussedin Section5.1. Only theanonymizationmethodwasvaried;all otherfactorsremained
constant.All timingexperimentswereperformedona400-MHzPentiumII processorwith 256MB of mem-
ory. All anonymizationoutputuseda base-64ASCII outputencodingfor portability; weexpectthatbinary
outputwould befasterby anapproximatelyconstantfactor. All of our testrunsmadeuseof theoptimized
codefor separatingcomponentsatnon-alphanumerics.

5.2.1 SequenceNumbers

Anonymizing thecompositetraceof 4.3million recordsto /dev/null usingsequencenumberstook 537sec-
onds,achieving a rateof 8121records/second.Theaveragerecordcontained10.24separatelyanonymized
components,sotheanonymizercleaned83242components/second.

As expected,addingcontrolpatternshada signi�cant effect on performance.Whenrun with a control
�le thatpassedthe21 componentslisted in Figure3, usinga singleregularexpressionto matchthem,the
sequence-basedanonymizer took 633secondsto cleanthe trace,a rateof 6898records/secondand70701
components/second(countingbothcleanedandpassedcomponentsfor thepurposeof calculatingthelatter
�gure). When the 21 componentswere listed in 21 separateregular expressions,the time jumpedover



tenfold: 6565seconds,or 665recordsand6815componentspersecond.Clearly, it is critical to minimize
thenumberof regularexpressionsin our implementation.5

As discussedabove, thelookuptablecontainsoneentryfor eachuniquecomponent.In our implemen-
tation(whichhasnotbeenoptimizedfor space),eachentryoccupiesapproximately32bytesplusthelength
of thecomponent.Sincemostcomponentsareshort(seeFigure3), few entriesoccupy morethan40 bytes,
so the entiretablecanbe storedin 50-100MB, dependingon the load factorchosen.Note that the table
sizeis primarily affectedby thenumberof uniquecomponentsin this largeWebtrace.A tracewith fewer
uniquestrings,suchasa typical �lesystemtrace,wouldrequirecorrespondinglylessmemory. Whenrunon
thecompositetrace,thehash-basedanonymizergrew to amaximumsizeof 95.2MB.

5.2.2 Keyed Hashing

Keyedhashingwassubstantiallyslower;anonymizing thesametracewith nopatterns�le took778seconds,
for a rateof 5612records/secondor 57521components/second.However, asexpected,the datasizewas
vastlysmallerthanfor sequencenumbers;themaximumprocesssizeduringthesametestwasonly 1.9MB.

It is worth noting that even a fastWeb server [37] canhandleonly about1040referencesper second
on the400-MHzprocessorwe usedfor our tests.6 Thus,anonymizing with keyedhashingwould consume
lessthan 19% of the CPU on a dedicatedWeb server; with appropriatepriority settings,tracescan be
bufferedduringloadspikessothatcostof anonymizing will not affect thepeakperformanceof theserver.
Alternatively, a singlededicatedmachinecould anonymize the tracesgeneratedby 5 servers. SomeWeb
servers,suchasApache,canpipetheir traceoutputdirectly to aprogram;otherscanbesetup to write their
logs to a namedpipe, making it possibleto anonymize on the �y without ever recordingunanonymized
information.

5.3 ReducingTrace Size

Somepreviousapproachesto anonymization[18, 22] couldcauseincreasesin thetracesize.Giventhelarge
storagerequirementsof tracing,furthersizeincreasesseemundesirable.

Ourstudycon�rms thewidely-heldbeliefthattherearerelatively few uniquecomponentsevenin alarge
Webtrace.Wecanusethisknowledgeto anonymizethetracewithoutdramaticallyincreasingthetracesize.
In this section,we will discussour two approachesto anonymizing traceswithout a sizeincrease:secret
hashingof components,andtheuseof a lookuptableto translatecomponentsinto numbers.

5.3.1 SequenceNumbers

Sequentiallynumberingcomponentsis mostef�cient if themostfrequentlyreferencedcomponentsreceive
the lowestnumbers,similar to a Huffmancode.Creatingsuchanencodingwould requiremultiple passes
throughthe input, which is not practicalfor online applications. In practice,however, our methodstill
reducedtheoverall tracesize.Whenrun on thecompositeNLANR tracewith full anonymizationenabled,
theoutput�le wasonly 72%of theinput size.Someof thatreductionwasdueto thefact thatIP addresses
wereanonymizedasa unit, cutting12-15charactersto 4-6. Offsettingthatadvantagewasthe fact thatall
anonymizedstringswereboundedby a uniquecharacteron both sides,so that no anonymizedstring was

5Alternatively, all of theexpressionscouldbecompiledinto a singlestatemachine.However, the library thatwe useddid not
supportthisoption.

6This �gure wascalculatedby adjustingthevaluein Table1 of [37] for clock rate.



Component Hash
length length

Ratio

1 4 4.0
2 4 2.0
3 6 2.0
4 6 1.5
5 8 1.6
6 8 1.3
7 10 1.4
8 10 1.25
9+ 10 < 1:1

Table1: Hashlengths(in characters)for varioussizesof pathnamecomponents.Hashespack6 bits per
characterusingaschemesimilar to base64encoding.

shorterthan3 charactersandall but 64 were4 charactersor longer, while many input componentsarevery
short.

5.3.2 Keyed Hashing

Hashingeachcomponentasdescribedin Section4.2.2will preventtraceconsumersfrom �guring outwhich
componentscorrespondto which plaintext words. However, thenaive approachto storingthecomponents
requiresthata largehashbeusedfor eachcomponent,increasingthesizeof thetrace.

For example,the 4.3-million-referenceWeb tracewe studiedhad34.7million components,of which
23 million werenot amongthe unanonymizedcomponentslisted in Figure 3. Hashingeachanonymized
componentinto a 60-bit valuederived from anMD5 hashwould require10 bytes(characters)percompo-
nent,for atotalof 231MB. Theoriginalcomponentscorrespondingto thisdatawouldonly require150MB;
thehasheswould thusexpandthisportionof thetraceby 54%.Reducingthehashsizeto 54bits (9 charac-
ters)would still expandthecomponentsby 39%,andthis approachwould have a 2� 14 chanceof collision
for aone-dayWebtrace.

To further reducethe sizeof the trace,we variedthe lengthof the hashvaluebasedon the lengthof
thecomponent.This doesnot signi�cantly weaken theanonymizationbecausetherearestill far too many
combinationsof componentsof �x ed lengthto draw any conclusionsbasedsolely on componentlength.
Reducingthe length of the hashfor shortercomponentsworks becausethereare fewer componentsof
shorterlengths—hardlya surprisebecausetherearelimited numbersof shortercomponents,andmany of
themmake little sensein English.Thevariable-lengthhashesweusedaresummarizedin Table1.

Applying theseshorterhashlengthsfurther reducedthe size of the componentsto 176 MB, for an
expansionfactorof 18% over theunanonymizedtrace. By switchingto 54-bit hashesfor 7-characterand
longercomponents,wefurtherreducedtheanonymizedcomponentsizeto 167MB, or 112%of theoriginal
componentlength.Theexpansionratiosof all of thehashingmethodswe tried areshown in Figure4.

6 Conclusions

Tracingis animportanttool in thearsenalof systemsandnetwork researchers.In thepast,tracesharinghas
beenlimited by thedangerof revealingprivateinformation.Anonymization,whenapplied,hastendedto be
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ad-hoc, hassometimesfailedto achieve its goals,andhasoftenintroducedundesirablecharacteristicsinto
thetraceddata.

We have presenteda new and �e xible approachthat allows anonymization to be limited to sensitive
componentof thetrace.We have alsopresentedtwo anonymizationmethodsthatcanguaranteeanonymity
andprivacy without excessive growth in thetracesizeor unacceptableCPUdemands.Oneof themethods
runsfasterandproducessmallertracesat theexpenseof requiringa largedatabaseonasinglesystem,while
theotherproduceslargertracesbut canbeusedin a distributedenvironment.Bothmethodsaresuitablefor
generaluse.

SoftwareAvailability

Thesoftwareusedin thisprojectis availablefor downloadat:
http://ssrc.cse .u cs c.e du/s of tw are .s ht ml .

Acknowledgments

Someof this researchwassupportedby the DefenseAdvancedResearchProjectsAgency undercontract
numberN00174-91-C-0107.Wewouldliketo thanktheNationalLaboratoryfor AppliedNetwork Research
(supportedby the NationalScienceFoundationundergrantsNCR-9616602andNCR-9521745)andTim
Gibsonfor allowing usto usethetracesthey gatheredin ourstudy.

http://ssrc.cse.ucsc.edu/software.shtml


References

[1] M. Abrams,C. R. Standridge,G. Abdulla,S.Williams, andE. A. Fox. Cachingproxies:Limitations
andpotentials.In Proceedingsof theFourth InternationalWorld WideWebConference, Dec.1995.

[2] V. Almeida,A. Bestavros, M. Crovella, andA. de Oliveira. Characterizingreferencelocality in the
WWW. In Proceedingsof theFourthInternationalConferenceonParallel andDistributedInformation
Systems, Dec.1996.

[3] M. F. Arlitt andC. L. Williamson.Webserverworkloadcharacterization:Thesearchfor invariants.In
ACM SIGMETRICSConferenceProceedings, pages126–137.ACM, May 1996.

[4] M. Baker, 2000.Personalcommunication.

[5] M. G. Baker, J. H. Hartman,M. D. Kupfer, K. W. Sherriff, andJ.K. Ousterhout.Measurementsof a
distributed�le system.In Proceedingsof theThirteenthSymposiumonOperatingSystemsPrinciples,
pages198–211.ACM, Oct.1991.

[6] H. Balakrishnan,S. Seshan,V. Padmanabhan,M. Stemm,andR. H. Katz. TCP behavior of a busy
internetserver: Analysisandimprovements.TechnicalReport97-966,Universityof California,Berke-
ley, Aug. 1997.

[7] H. Balakrishnan,S. Seshan,M. Stemm,andR. H. Katz. Analyzing stability in wide-areanetwork
performance.In ACM SIGMETRICSConferenceProceedings, SeattleWA, USA, June1997.ACM.

[8] P. Barford, A. Bestavros, A. Bradley, and M. E. Crovella. Changesin web client accesspatterns:
Characteristicsandcachingimplications.World-Wide WebJournal, 2:15–28,1999.

[9] M. Blaze. NFS tracingby passive network monitoring. In USENIXConferenceProceedings, pages
333–343,SanFrancisco,CA, Jan.1992.USENIX.

[10] G. P. Bozman,H. H. Ghannad,andE. D. Weinberger. A trace-driven studyof CMS �le references.
IBM Journalof Research andDevelopment, 35(5–6):815–828,Sept.–Nov. 1991.

[11] H.-W. BraunandK. Claffy. Webtraf�c characterization:anassessmentof theimpactof cachingdocu-
mentsfrom ncsa'swebserver. In Proceedingsof theSecondInternationalWorld WideWebConference,
Oct.1994.

[12] M. E. Crovella andA. Bestavros. Self-similarity in world wide web traf�c: evidenceandpossible
causes.ACM/IEEETransactionson Networking, 5(6):835–846,Dec.1997.

[13] C. Cunha,A. Bestavros, andM. Crovella. Characteristicsof WWW client-basedtraces. Technical
Report95-010,BostonUniversity, Apr. 1995.

[14] M. D. Dahlin, R. Y. Wang,T. E. Anderson,andD. A. Patterson.Cooperative caching:Usingremote
client memoryto improve �le systemperformance.In Proceedingsof theFirst USENIXSymposium
on OperatingSystemsDesignandImplementation, pages267–280.USENIX, Nov. 1994.

[15] P. Danzig,S. Jamin,R. Caceres,D. Mitzel, andD. Estrin. An empiricalworkloadmodelfor driving
wide-areaTCP/IPnetwork simulations.Journalof Internetworking:Research andExperience, 3(1):1–
26,Mar. 1992.



[16] C. DharapandM. Bowman. A facility for tracingwide-areainformationaccess.Technicalreport,
PennsylvaniaStateUniversity, Departmentof ComputerScience,UniversityPark,Pennsylvania,Nov.
1994.

[17] J. Douceurand W. Bolosky. A large-scalestudy of �le-system contents. In ACM SIGMETRICS
ConferenceProceedings, Atlanta,Georgia,USA, May 1999.ACM.

[18] J. R. Douceurand W. J. Bolosky. Sanitizeddata set from “A large-scalestudy of �le-system
contents”. 6 CD-ROMs published by Microsoft Research,Redmond, WA, 1999. Contact
johndo@microsof t. co mor bolosky@microso ft .c omfor availability.

[19] R.A. Floyd andC.S.Ellis. Directoryreferencepatternsin hierarchical�le systems.IEEETransactions
on Knowledge andDataEngineering, 1(2):238–247,June1989.

[20] T. J.Gibson.Long-termUnix File SystemActivityaandtheEf�cacy of AutomaticFile Migration. PhD
thesis,Universityof Maryland,BaltimoreCounty, May 1998.

[21] T. J.Gibson,2000.Personalcommunication.

[22] T. J.Gibson,E. L. Miller, andD. D. E. Long. Long-term�le activity andinter-referencepatterns.In
Proceedingsof the24thInternationalConferenceonTechnology ManagementandPerformanceEval-
uationof Enterprise-Wide InformationSystems, pages976–987,Anaheim,CA, Dec.1998.Computer
MeasurementGroup.

[23] J.Grif�oen andR.Appleton.Reducing�le systemlatency usingapredictiveapproach.In Proceedings
of theSummerUSENIXConferenceProceedings, Boston,MA, June1994.USENIX. Also available
asUniversityof Kentucky TechnicalReportCS247-94.

[24] J.GwertzmanandM. Seltzer. World Wide Webcacheconsistency. In USENIXConferenceProceed-
ings, pages141–152.USENIX, Jan.1996.

[25] J.Heidemann,K. Obraczka,andJ.Touch.Modelingtheperformanceof HTTP over several transport
protocols.ACM/IEEETransactionson Networking, 5(5):616–630,Oct.1997.

[26] H. Krawczyk, M. Bellare,andR. Canetti. HMAC: Keyed-hashingfor messageauthentication.RFC
2104,InternetRequestFor Comments,Feb. 1997.

[27] G. H. Kuenning. Seer: PredictiveFile Hoarding for DisconnectedMobile Operation. PhD thesis,
University of California,Los Angeles,Los Angeles,CA, May 1997. Also availableasUCLA CSD
TechnicalReportUCLA-CSD-970015.

[28] G. H. Kuenning,G. J. Popek,andP. Reiher. An analysisof tracedatafor predictive �le cachingin
mobilecomputing.In USENIXConferenceProceedings, pages291–306.USENIX, June1994.

[29] T. T. Kwan,R. E. McGrath,andD. A. Reed.Useraccesspatternsto NCSA'sworld wide webserver.
from web,1995.

[30] E. L. Miller andR. H. Katz. An analysisof �le migrationin aUNIX supercomputingenvironment.In
USENIXConferenceProceedings, pages421–433.USENIX, Jan.1993.



[31] G. Minshall. Tcpdpriv. http://ita.ee.lb l. gov/ htm l/ co nt ri b/t cp dpri v. htm l , Aug.
1997.

[32] J. C. Mogul. ObservingTCP dynamicsin real networks. TechnicalReport92.2,DEC WesternRe-
searchLaboratory, Apr. 1992.

[33] J. C. Mogul. Network behavior of a busy web server andits clients. TechnicalReport95/5, DEC
WesternResearchLaboratory, Oct.1995.

[34] R. MotwaniandP. Raghavan. RandomizedAlgorithms. CambridgeUniversityPress,1995.

[35] L. B. MummertandM. Satyanarayanan.Long termdistributed�le referencetracing:Implementation
andexperience.TechnicalReportCMU-CS-94-213,Carnegie-MellonUniversitySchoolof Computer
Science,Pittsburgh,PA, Nov. 1994.

[36] J. K. Ousterhout,H. D. Costa,D. Harrison,J. A. Kunze,M. Kupfer, andJ. G. Thompson.A trace-
drivenanalysisof theUnix 4.2BSD�le system.In Proceedingsof theTenthSymposiumonOperating
SystemsPrinciples, pages15–24.ACM, Dec.1985.

[37] V. S. Pai, P. Druschel,and W. Zwaenepoel. IO-Lite: A uni�ed I/O buffering and cachingsys-
tem. ACM Transactionson ComputerSystems, 18(1):37–66,Feb. 2000. Available online at
http://www.acm. or g/ pubs /ci ta ti ons/ jou rn al s/ to cs/ 2000- 18- 1/p 37- pai/ .

[38] V. Paxson. Growth trendsin wide-areaTCPconnections.IEEE NetworkMagazine, 8(4):8–17,July
1994.

[39] V. Paxson.End-to-endinternetpacket dynamics.ACM/IEEETransactionson Networking, 5(5):601–
615,Oct.1997.(Revisedversionof SIGCOMMpaper).

[40] V. Paxson. Scripts for sanitizing TCPDUMP trace �les.
http://ita.ee.l bl .g ov /h tml /c ontr ib /sa ni ti ze .h tml , 1997.

[41] V. PaxsonandS.Floyd. Wide-areatraf�c: Thefailureof Poissonmodeling.ACM/IEEETransactions
onNetworking, 3(3):226–244,Aug.1995.An earlierversionof thispaperappearedin SIGCOMM94,
pp.257-268,August1994.

[42] M. Peuhkuri.A methodto compressandanonymizepacket traces.In Proceedingsof theFirst ACM
InternetMeasurementWorkshop, pages257–261,SanFrancisco,CA, Nov. 2001.ACM, ACM.

[43] D. Roselli, J. R. Lorch, andT. E. Anderson. A comparisonof �le systemworkloads. In USENIX
ConferenceProceedings, SanDiego,CA, June2000.USENIX.

[44] M. RosenblumandJ. K. Ousterhout.Thedesignandimplementationof a log-structured�le system.
ACM Transactionson ComputerSystems, 10(1),Feb. 1992.

[45] C. RuemmlerandJ. Wilkes. UNIX disk accesspatterns.In Proceedingsof theWinter Usenix, pages
405–420.USENIX, Jan.1993.

[46] M. Satyanarayanan.A study of �le sizesand functional lifetimes. In Proceedingsof the Eighth
SymposiumonOperatingSystemsPrinciples, Dec.1981.

http://ita.ee.lbl.gov/html/contrib/tcpdpriv.html
http://www.acm.org/pubs/citations/journals/tocs/2000-18-1/p37-pai/
http://ita.ee.lbl.gov/html/contrib/sanitize.html


[47] K. W. Shirriff andJ. K. Ousterhout.A trace-driven analysisof nameandattribute cachingin a dis-
tributedsystem.In USENIXConferenceProceedings, pages315–331.USENIX, Jan.1992.

[48] S.Strange.Analysisof long-termUNIX �le accesspatternsfor applicationto automatic�le migration
strategies.TechnicalReportUCB/CSD92/700,Universityof California,Berkeley, Aug. 1992.

[49] K. Thompson,G. J. Miller, andR. Wilder. Wide-areainternettraf�c patternsandcharacteristics(ex-
tendedversion).IEEENetworkMagazine, 11(6):10–23,Nov/Dec1997.

[50] M. Uysal, A. Acharya, and J. Saltz. Requirementsof I/O systemsfor parallel machines: An
application-driven study. TechnicalReportCS-TR-3802,Universityof Maryland,CollegePark,MD,
May 1997.

[51] W. Vogels.File systemusagein WindowsNT 4.0.In Proceedingsof the17thSymposiumonOperating
SystemsPrinciples, KiawahIsland,SC,USA, Dec.1999.ACM.

[52] TheWaybackMachine.http://www.arc hi ve .o rg .

[53] A. Wolman,2000.Personalcommunication.

[54] A. Wolman,G. Voelker, N. Sharma,N. Cardwell,M. Brown, T. Landray, D. Pinnel,A. Karlin, and
H. Levy. Organization-basedanalysisof web-objectsharingand caching. In Proceedingsof the
USENIXSymposiumon InternetTechnologiesandSystems, Boulder, Colorado,Oct.1999.USENIX.

[55] A. Wolman,G. Voelker, N. Sharma,N. Cardwell,A. Karlin, andH. Levy. On thescaleandperfor-
manceof cooperative Webproxycaching.In Proceedingsof theSeventeenthSymposiumonOperating
SystemsPrinciples, pages16–31,KiawahIsland,SouthCarolina,Dec.1999.ACM.

[56] J. Xu, J. Fan,M. Ammar, andS. B. Moon. On the designandperformanceof pre�x-preservingIP
traf�c traceanonymization. In Proceedingsof theFirst ACM InternetMeasurementWorkshop, pages
263–266,SanFrancisco,CA, Nov. 2001.ACM, ACM.

[57] M. Yajnik, J. Kurose,andD. Towsley. Packet losscorrelationin the MBone multicastnetwork. In
Proceedingsof theIEEEGlobal Internet, London,U.K., Nov. 1996.IEEE.

http://www.archive.org

	Introduction
	Related Work
	Difficulties with Existing Approaches
	Information Lossage
	Failures of Anonymization
	Undefendable Attacks

	A Flexible Approach to Anonymizing Strings
	General Approach
	Encoding Methods
	Sequential Component Numbering
	Keyed MD5 Hashes

	Anonymization Control

	Measurements and Performance
	Component Frequencies
	Anonymization Rate and Memory Requirements
	Sequence Numbers
	Keyed Hashing

	Reducing Trace Size
	Sequence Numbers
	Keyed Hashing



