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Abstract

As storagesystemscaleto thousandsf disks,datadistribution andloadbalancingoecomencreasingly
important. We presentanalgorithmfor allocatingdataobjectsto disksasa systemasit grows from a few
disksto hundredsor thousands.A client using our algorithm can locate a dataobjectin microseconds
without consultinga centralsener or maintaininga full mappingof objectsor bucketsto disks. Despite
requiringlittle global con guration data,our algorithmis probabilisticallyoptimalin bothdistributing data
evenly andminimizing datamovementwhennew storagds addedto the system.Moreover, our algorithm
supportweightedallocationandvariablelevels of objectreplication,bothof which areneededo ef ciently
supportgrowing systemswhile technologychanges.



1 Intr oduction

As the prevalenceof large distributed systemsandclustersof commoditymachineshasgrown, signi cant
researcthasbeendevotedtoward designingscalabledistributed storagesystems.Scalabilityfor suchsys-
temshastypically beenlimited to allowing the constructionof a very large systemin a single step,rather
thanthe slow accretionover time of componentinto alarge system.This biasis re ectedin techniquegor
ensuringdatadistribution andreliability thatassumehe entire systemcon guration is knovn wheneach
objectis rst writtento adisk. In modernstoragesystemshowever, con gurationchange®vertime asnew
disksareaddedo supplyneededapacityor bandwidth.

The increasingpopularity of network-attachedstoragedevices (NASDs) [9], which allow the use of
thousandsf “smart disks” directly attachedo the network, hascomplicatedstoragesystemdesign. In
NASD-basedsystemsdisksmay be addedby connectinghemto the network, but ef ciently utilizing the
additionalstoragemay be dif cult. Suchsystemscannotrely on centralseners becausealoing so would
introducescalability and reliability problems. It is alsoimpossiblefor eachclient to maintaindetailed
informationaboutthe entiresystembecaus®f the numberof devicesinvolved.

Ourresearctaddressethis problemby providing analgorithmfor a clientto mapary objectto a disk
usingasmallamountof infrequently-updad information. Our algorithmdistributesobjectsto disksevenly;
redistributing asfew objectsaspossiblewhennewn disksareaddedto presere this evendistribution. Our
algorithmis very fast, and scaleswith the numberof disk groupsaddedto the system. For example,a
1000disk systemin which diskswereaddedten at atime would runin time proportionaltto 100. In sucha
systemamodernclient would requireabout10 us to mapanobjectto a disk. Becauseahereis no central
directory clientscando this computationin parallel,allowing thousand®f clientsto accesghousand®f
diskssimultaneously

Our algorithmalsoenableghe constructiorof highly reliablesystems.Objectsmay have anarbitrary
adjustabladegreeof replication,allowing storagesystemso replicatedatasufciently to reducetherisk of
dataloss. Replicasaredistributed evenly to all of the disksin the system sotheloadfrom afaileddiskis
distributedevenly to all otherdisksin the system.As aresult,thereis little performancdosswhenalarge
systemlosesoneor two disks.

Even with all of thesebene ts, our algorithmis simple. It requiresfewer than 100 lines of C code,
reducingthelikelihnoodthata bug will causeanobjectto be mappedo thewrongsener. Eachclient need
only keepatableof all of thesenersin thesystemstoringthe network addressindafew bytesof additional
informationfor eachsener. In a systemwith thousand®f clients,a small, simpledistribution mechanism
is abig advantage.

2 RelatedWork

Litwin, et al. describea classof datastructuresandalgorithmson thosedatastructuresvhich the authors
dubbedScalableDistributed Data StructureSDDS)[18]. Therearethreemain propertieswhich a data
structuremustmeetin orderto be considerec SDDS.

1. A le expanddgo new senersgracefully andonly whensenersalreadyusedareef ciently loaded.

2. Thereis nomastersitethatobjectaddresomputationsnustgo through,e.g.,to accessa centralized
directory

3. The le accessand maintenancerimitives, e.g.,search,nsertion,split, etc., never requireatomic
updatego multiple clients.



While the secondandthird propertiesareclearlyimportantfor highly scalabledatastructuresiesigned
to placeobjectsover hundredsor thousand®f disks,the rst property asit standscould be consideredch
limitation. In essencea le which grows to new senersbasedn storagedemandsatherthanon resource
availability will presentavery dif cult administratiorproblem.

Often,anadministratomwvantsto adddisksto a storageclusterandimmediatelyrebalancehe objectsin
the clusterto take advantageof the new disksfor increasedarallelism.An administratoidoesnot wantto
wait for the systemto decideto take advantageof the new resourcedasedon algorithmiccharacteristics
andparameterghatthey donotunderstandThisis afundamentala w in all of the LH* variants.

Furthermore Linear Hashingand LH* variantssplit buckets (disksin this case)in half, so that on
average half of the objectson a split disk will be movedto a new, empty disk. Moving half of the objects
from onedisk to anothercausesvide differencesn the numberof objectsstoredon differentdisksin the
cluster andresultsin suboptimadisk utilization[2]. Splittingin LH* will alsoresultin a“hot spot” of disk
andnetwork actvity betweerthe splitting nodeandtherecipient.Our algorithm,onthe otherhand,always
movesa statisticallyoptimalnumberof objectsfrom every diskin thesystemo every new disks,ratherthan
from onedisk to onedisk.

LH* variantssuchasLH*M [17], LH*G [19], LH*S [16], LH*SA [15], andLH*RS [20] describdaech-
niquesfor increasingavailability of dataor storageef ciency by usingmirroring, stripingandchecksums,
ReedSolomoncodesandotherstandardechniquesn conjunctionwith the basicLH* algorithm. Our al-
gorithm canalsoeasilytake advantageof thesestandardechniquesalthoughthatis not the focusof this
paper

Furthermorethe LH* variantsdo not provide a mechanisnfor weighting different disksto take ad-
vantageof diskswith heterogeneousapacityof throughput. This is a reasonableequiremenfor storage
clusterswhich grow overtime: we alwayswantto addthe highestperformancer highestcapacitydisksto
our cluster Our algorithmallows weightingof disks.

Kroll andWidmayer|12] proposeanotheiSDDSthatthey call DistributedRandomireeg DRTSs). DRTs
areoptimizedfor morecomplex queriessuchasrangequeriesandandclosestmatch,ratherthanthesimple
primary key lookup supportedoy our algorithmand LH*. Additionally, DRTs supportsener weighting.
Becausethey are SDDS's, however, they have the samedif culties with data-drven reoiganization(as
opposedo administratodriven reoganization)asdo LH* variants. In addition, the authorspresentno
algorithmfor datareplication,althoughmetadataeplicationis discussedxtensvely. Finally, althoughthey
provide no statementsegardingthe averagecaseperformanceof their datastructure DRT hasworst-case
performancevhich is linear in the the numberof disksin the cluster In anothemapey the authorsprove
a lower boundof W(,/m) on the averagecaseperformanceof ary tree basedSDDS[13], wherem is the
numberof objectsstoredby the system.Our algorithmhasperformancevhichis O(nlogn) in the number
of groupsof disksadded;if disksareaddedin large groups,asis oftenthe case thenperformancewill be
nearlyconstantime.

Vinralek, Brietbartand Weikum [2] discussa distributed le organizationwhich resohesthe issuesof
diskutilization (load)in LH*. They do not, however, proposeary solutionfor datareplication.

Peerto-peersystemssuchasCFS[7], PAST [22], Gnutella[21], and FreeNetfl4] assumdhat storage
nodesare extremely unreliable. Consequentlydatahasa very high degreeof replication. Furthermore,
mostof thesesystemsmalke no attemptto guarantedong term persistencef storedobjects.In somecases,
objectsmay be “garbagecollected” at ary time by userswho no longerwant to store particularobjects
on their node,andin others,objectswhich are seldomusedare automaticallydiscarded.Becauseof the
unreliability of individual nodes thesesystemausereplicationfor high availability, andarelessconcerned
with maintainingbalancegerformancecrosghe entiresystem.

Otherlarge scalepersistentstoragesystemssuchas Farsite[1, 8] and OceanStord14] ensuremore

le system-like semantics.Objectsplacedin the le systemare guaranteedwithin someprobability of
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Figurel: A typical NASD-basedstoragesystem

failure)to remainin the le systemuntil they areexplicitly removed (if removal is supported) OceanStore
guaranteeseliability by a very high degree of replication. The inefciencies which are introducedby
the peerto-peerandwide are storagesystemsn orderto addresssecurity reliability in the faceof highly
unstablenodes,and client mobility (amongotherthings), introducefar too much overheadfor a tightly
coupledmassobjectstoragesystem.

Distributed le systemssuchasAFS [11] usea client sener model. Thesesystemdypically userepli-
cationat eachstoragenode,suchasRAID [3], aswell asclient cachingto achiese reliability. Scalingis
typically doneby addingvolumesasdemandor capacitygrows. This strateyy for scalingcanresultin very
poorloadbalancingandrequiressoo muchmaintenancéor large disk arrays.In addition,it doesnot solve
the problemof balancingobjectplacement.

3 Object PlacementAlgorithm

We have developedan objectplacementlgorithmthat organizesdataoptimally over a systemof disksor
senerswhile allowing online reoiganizationin orderto take adwvantageof newly availableresourcesThe
algorithm allows replicationto be determinedon a perobject basis,and permitsweightingto distribute
objectsunerenly to bestutilize differentperformanceharacteristicéor differentsenersin thesystem.The
algorithmis completelydecentralizedaindhasvery minimal storageoverheadand minimal computational
requirements.

3.1 Object-based Storage Systems

NASD-basedtoragesystemsarebuilt from large numbersof relatively smalldisksattachedo a high band-
width network, asshavn in Figure 1. Often, NASD disks managetheir own storageallocation,allowing
clientsto storeobjects ratherthanblockson the disks. Objectscanbe ary sizeand may have ary 64-bit
name allowing thediskto storeanobjectarywhereit can nd spacelf theobjectnamespaceds partitioned
amongtheclients,severalclientscanstoredifferentobjectson a singledisk without the needfor distributed
locking. In contrastplocksmustbea x edsizeandmustbestoredata particularlocationon disk, requiring
theuseof adistributedlocking schemeo controlallocation.NASD devicesthatsupportanobjectinterface
arecalledobject-based storage devices (OBSDsY [23]. We assumehat the storagesystemon which our
algorithmrunsis built from OBSDs.

Our discussiorof the algorithmassumeshat eachobjectcanbe mappedo a key x. While eachobject
musthave a uniqueidenti er in the systemthe key usedfor our algorithmnot be uniquefor eachobject.

20BSDs may also be called object-based disks (OBDS).



j=c
while (objectnot mapped)
seedarandomnumbergeneratomwith the objects key x
advancetherandomnumbergeneratolj steps.
generat@arandomnumber0 <z < nj 4 m;
if z>m;
j=j-1
else
maptheobjectto senern; 4z modm;

Figure2: Algorithm for mappingobjectsto senerswithout replicationor weighting.

Instead pbjectsaremappedo a “set” thatmay containhundredsr thousandef objects all of which share
thekey x while having differentidenti ers. Oncethealgorithmhaslocatedthesetin whichanobjectresides,
thatsetmaybe searchedor the desiredobject;this searchcanbe donelocally onthe OBSD andthe object
returnedto the client. By restrictingthe magnitudeof x to a relatively small number perhaps10°-10,
we male the objectbalancingdescribedn Section6.1 simplerto implementwithout losing the desirable
balancingcharacteristicef thealgorithm.

Most previous work hasassumeckither that storageis static, or that storageis addedfor additional
capacity We believe that additionalstoragewill be necessarasmuchfor additionalperformanceasfor
capacity requiringthatobjectsbe redistributed to new disks. If objectsarenot rebalancedvhenstorages
added,newly createdobjectswill be morelikely to be storedon new disks. Sincenew objectsare more
likely to bereferencedthis will leave theexisting disksunderutilized.

We assumehat disks are addedto the systemin clusters, with the jth clusterof diskscontainingmj
disks. If a systemcontainsN objectsandn; = éifolmi disks,addingm morediskswill requirethatwe
relocateN x anm objectsto the naew disksto presere the balancedoad. For all of our algorithms,we
assumehat existing clustersare numbered...c — 1, andthat we are addingclusterc. The cth cluster
containam. disks,with n¢ disksalreadyin thesystem.

3.2 Basic Algorithm

We will call disksservers sincethis algorithm might be usedto distribute dataover an objectdatabase
or othermore comple service. Our algorithm operateson the basicprinciple thatin orderto move the
(statistically)optimalnumberof objectsinto a new clusterof seners,thenfor a givenobjectwe cansimply
pick a pseudo-randormtegerz suchthatO < z < nc +mg. If z < m¢, thenthe objectin questionmovesto
the new cluster Our algorithmis appliedrecursiely: eachtime we adda new clusterof seners,we add
anotherstepin the lookup process.To nd a particularobject,we work backwardsthroughthe clusters,
startingat the mostrecentlyadded decidingwhetherthe objectwould have beenmaovedto thatcluster The
basicalgorithmfor determiningthe placemenbf someobjectwith key x, beforemakingconsideration$or
objectreplication,andweightingis shavn in Figure2.

We usea uniform randomnumbergeneratomwhich allows “jump-ahead”:the next s numbergyenerated
by the generatocanbe skipped,andthes + 1stnumbercanbe generatedlirectly Thegeneratowhichwe
usecanbeadwanceds stepsin O(logs) time, but we arecurrentlyexploring generatorsvhich cangenerate
parametricandomnumbersn O(1) time,asdescribedn Section5.1.

Using a simpleinductve proof, we canshawv that the expectednumberof objectsplacedin the new
clusterby this basicalgorithmis -t x N, andthatobjectswill berandomlydistributeduniformly overall

T Nctme
of thesenersafterthereoganization.




In thebasecaseall objectsshouldclearlygotothe rst clustersinceng =0, meamnghat o X N =N.
Furthermore sincez comesfrom a uniform distribution and eachobjectwill be placedon ser\er 0+z
modmg = z modmy, the probability of choosinga given sener is -=. Thuseachsener hasan equal
probability of beingchosensothe objectswill bedistributeduniformly over all of the senersafterplacing
themonthe rst cluster

For theinductionstep,assuméhatN objectsarerandomlydistributeduniformly overnC senersdivided
into ¢ — 1 clustersandwe addclusterc containingm. seners. We will optimally place—"¢— x N objectsin
clusterc.

Sinceeachrandomnumber0 < z < n. + m¢ is equallylikely, we have a probability of o U T of moving
ary givenobjectto asenerin clusterc. With N objects,the total numberof objectsmwedto asenerin
clusterc is mcnb x N—theoptimalvalue.

Smcethe N objectsin the systemaredistributeduniformly over n. senersby our inductive hypothesis,
a relocatedobjecthasan equal probability of coming from ary of nc seners. The expectednumberof

objectsmoved from ary givensener S (where0 < S <nc ) is +mc nl -N. sothe expectednumberof
.N =

objectsremainingon ary senerS will be x 1-= i o e + e Sincethe expectecnumberof objects

placedin clusterc is -N, the expectednumberof objectsplacedon a given sener in clusterc is

1. _m _ _N
M netme T ngtme
Becausehe expectedhumberof objectson ary senerin thesystemis ——— the distribution of objects

in thesystenremainsuniform. Sincethedecisionregardingwhich objectsto move andwhereto movethem
is madeusinga pseudo-randormrocessthedistribution of objectsin the systemalsoremainsandom.

N+ Me

n+mC

4 Cluster Weighting and Replication

Simply distributing objectsto uniform clustersis not sufcient for large-scalestoragesystemsin practice,
large clustersof diskswill requireweightingto allow newer disks,which arelikely to befasterandlarger,

to containa higher proportionof objectsthanexisting seners. Suchclusterswill alsoneedreplicationto

overcomethefrequentdisk failuresthatwill occurin clustersof thousandsf seners.

4.1 Cluster Weighting

In mostsystemsclustersof senershave differentproperties—n&er senersarefasterandhave moreca-
pacity We mustthereforeaddweightingto the algorithmto allow somesener clustersto containa higher
proportionof objectsthanothers.To accomplistthis, we useaweightadjustmentactorw ; for every cluster
J. This factorwill likely be a numberwhich describeghe power (suchascapacity throughput,or some
combinationof the two) of the sener. For example,if clustersareweightedby the capacityof the drives,
andeachdrivein the rst clusteris 60 gigabytesandeachdrive in the seconctlusteris 100gigabytesthen
wo mightbeinitializedto 60, andw; mightbeinitializedto 100. We thenusem| = m;w; in placeof m;j and
n = éﬂ Olm{ in placeof n; in Figure2. Oncean objects clusterhasbeenselectedjt canbe mappedo a
ser\er by nj +v modm;j, asdonein the basicalgorithm.

The useof 64-bit integersand arithmeticallows for very large systems;a 1,000terabytesystemthat
weightsby gigabyteswill have atotal weightof only 1 million. If weightsarenaturallyfractional (asfor
bandwidth perhaps)they canall be scaledby a constanfactorc,, to ensurethatall w; remainintegers.



j=c

while objectis notmapped
seedarandomnumbergeneratomwith the objects key x
advancethegeneratolj steps

m’J_mWJ
o]l
nj_a| 0

generate randomnumberO <z < (nj+mj)
choosearandomprime numberp > m’j
V=X+Z+rxp
7 = (z+rxp) mod(n|+mj)
if m; 2Randz’<m’j
maptheobjectto senern; + (v modm;j)
elseif mj <Randz' <R-wj andv modR < m;
maptheobjectto senern; + (v. modR).
else
j=i-1

Figure3: Algorithm for mappingobjectsto senerswith replicationandweighting.
4.2 Replication

Thealgorithmbecomeslightly morecomplicatedvhenwe addreplicationbecauseve mustguarante¢hat
no two replicasof anobjectare placedon the samesener, while still allowing the optimal placementand
migrationof objectsto new sener clusters.

This versionof the algorithm, shavn in Figure 3, relieson the fact that multiplying somenumbern
modm by aprime p whichis largerthanm de nesabijectionbetweertheorderedsetS = {0...m—1} and
somepermutatiorof S [6]. Furthermorethenumberof uniquebijectionsis equalto thenumberof elements
of S which arerelatvely primeto m. In otherwords, multiplying by a prime larger thanm permuteshe
elementf S in oneof f (m) ways,wheref () is the EulerPhifunction[6], asdescribedn Section4.3.

Again, x is the key of the objectbeingplaced,c is the numberof clusters,n; is the total numberof
senersin the rst j— 1 clustersandm;j is the numberof senersin clusterj, wherej € {0...c—1}. Let
R equalthe maximumdegreeof replicationfor anobject,andr € {0...R — 1} bethereplicanumberof the
objectin questionz ands arepseudo-randondaluesusedby thealgorithm.

The algorithmalsoassumeshatmg > R. Thatis, the numberof senersin the rst clusteris at least
aslarge asthe maximumdegreeof replication. This makesintuitive sensesinceif it werenot true, there
would not bea sufcient numberof senersavailableto accommodatall of thereplicasof anobjectwhen
thesystemis rst broughtonline.

In thecasewherem; < R, ouralgorithm(intuitively speaking)rst pretendshattheclusteris of sizeR.
It thenselectsonly thoseobjectreplicaswhich would be allocatedto the rst m; senersin ourimaginary
clusteror R seners. In this way, we canavoid mappingmorethanonereplicato the samesener. When

m
m; < R, thenumberof objectswhich getmappednto clusterj is WJS{ ”F‘g = +m{ , sotheR factorcancels

completely

Letthetotalweightin thesystemW bed = &W.m. Thefractionof thetotal weightpossesselly asener
in clusterj |s thus . We mustthereforeshawv thatthe expectednumberof objectreplicasownedby some
sener jis o -N- R

We alsomustshav that no two replicasof the sameobjectget placedon the samesener. Again, we
canprove thesefactsusinginduction. We omit the proof that the objectsremaindistributed over the other



(x+z)mod m

Figure4: The mappingof the ordersetof integers{0,...,m; — 1} to a permutationof thatsetusingthe
function f(x) = (x+z+r x p) modm;

clustersaccordingto their weights,sincethe agumentis essentiallyidenticalto thatin the basicalgorithm
describedn Section3.2.

In the basecase,ny = 0, andz’ is modulusng + mg = mg (andhencez’ < mg). Sincewe requirethat
the rst clusterhave at leastR seners, we will always map the objectto sener no+ (v. modmg) = v
modmg which is in the rst cluster asdescribedn Figure 3. v is a pseudo-randommumber(becausea
is pseudo-random)o an objecthasan even chanceof beingplacedon ary of the mg senersin cluster
0. Therefore,the expectednumberof objectsplacedon a given sener whenthereis only one clusteris
% ‘N-R= 3l .N.R = % -N-R, whichis whatwe wantedto prove.

Now,

X+Z+r1Xp|=m [X+2Z]+][rxp].

We canthereforeexaminethe (x+2) modmg term,andthe (r x p) modmg termseparately

Recallthatx is the key of anobject. Sincex andz canbe ary value, both of which are (potentially)
differentfor eachobiject, but the samefor eachreplica of the object, x + z canbe viewed asde ning a
randomoffsetwithin themg senersin the rst clusterfrom whichto startplacingobjects.

p andm; arerelatively prime, so by the ChineseRemaindeiTheorem[6], for agiveny, [r X p] =m, ¥
hasa uniquesolution modmy. In otherwords, p de nesa bijectionfrom the orderedset{0,...,mo— 1}
to somepermutatiorof thatset.

Thuswe canthink of (x+z+r x p) modmg asdenotingsomepermutatiorof the set{0,...,mg— 1},
shifted by (x +2) modmg.® In otherwords,if we rotatethe the last elementto the rst positionx + z
times,thenwe have the setde ned by f(x) = (x+z+4r x p) modmg. Sincethis is alsoa permutatiorof
{0,...,mp— 1}, andsincer < mg, eachreplicaof anobjectmapsto a uniquesener, asshavn in Figure4.

For theinductionstep,assumehatN objectsarerandomlydistributeduniformly overn; senersdivided
into ¢ — 1 clusters Furthermoreassumeachclusteris weightedby somepersener (unnormalizedjveight
w; where0 < j < ¢, andthatall of the objectreplicasin the systemaredistributedrandomlyover all of the
senersaccordingo eachsener's respectre weight(de ned by the sener's cluster).

If we addaclusterj containingm; seners,thenw; - m; is thetotal weightallocatedto clusterj. Since
agivenobjectreplicais placedin clusterj with probability W{,'ij , the expectednumberof objectsplacedin
clusterj is % -N-R. Asin thebasecasetheobjectreplicaswill bedistributedoverthesenersin clusterj
uniformly, sotheexpectechumberof numberof objectreplicasallocatedo asenerin clusterj is ‘\'}vi -N-R,
which is whatwe wantedto show.

3The number of unique permutations of {0;:::;mg — 1} which can be obtained by multiplying by a coprime of mg is equal to
the Euler Phi Function ¢(my), as described in Section 4.3.



Sincep de nes a bijection betweerthe orderedset{0,...,m; — 1} andsomepermutationof that set,
eachreplicawhich getsplacedin cluster j getsplacedon a uniquesener. Notethatat mostm; outof R
replicasof agivenobjectcanbe placedin clusterj, sincethe otherR —mj replicaswill be mappedmodR
to valueswhich aregreaterthanor equalto m; whenm; < R.

Thus, our algorithmmaovesthe optimal numberof algorithmsto cluster j, andno two replicasof the
sameobjectgetplacedonthe samesener.

4.3 Choosing Prime Numbers

Ouralgorithmusesarandomprime numbeywhich mustbe known by every sener andclientin thesystem.
It is sufcient to choosearandomprime from alarge pool of primes.This prime p will berelatively prime
to ary modulusm < p, aswill p modm. Furthermorechoosingarandomprimeandcomputingp modm
is statisticallyequivalentto makinga uniform drav from the setof integersin the set{0,...,m — 1} which
arealsorelatively primeto m. A proofof thisis beyondthe scopeof this paper

Thenumberof integersin theset{0,...,m — 1} which arerelatvely primeto m (theserelatively prime
integerswill becalledcoprimes for theremaindeiof this section)isdescribedy the EulerPhi Function:

f(m):m(~)p—_l
pm P

wherep|m meanghesetof all p suchthatp is afactorof m[6].

Sincef (m) < m! whenm > 2, thenumberof bijectionsdescribedy the setof coprimesto m is smaller
in generalthanthe numberof possiblepermutationof a setof integers{0,...,m —1}. It is alsobeyond
the scopeof this paperto shaw precisestatisticalimpactof this difference. The practicalimpactof this
differencecanbe seenhowever, in Figure6(c).

5 Performanceand Operating Characteristics

5.1 Theoretical Complexity

In this sectionwe demonstrat¢hat our algorithmhastime compleity of O(n-r) wheren is the numberof
sener additionsmade,andr is thetime in which it takesto generatean appropriateandomnumber The
algorithmthatwe arecurrentlyusingto generateandomnumbergakesO(logn) time. Thiscantheoretically
bereducedo O(1).

As notedin Section4.3, appropriateprime numberscan be chosenin O(1) time, andthe restof the
operation®therthanthoserelatedio generatingandomnumbersarearithmetic,soevery operatiorbesides
thoseusedfor generatingandomnumbergunsin O(1) time.

The algorithm for seedingand actually generatinggcandomnumbersis also constanttime [24]. The
algorithmfor “jumpahead, or advancingthe randomnumbergeneratora given numberof stepswithout
calculatingintermediatevalues,however takes O(logn) time. Speci cally, the algorithmfor jumpahead
requiresmodularexponentiationwhichis known to runin O(logn) time [6]. Sincewe mustjump aheaddy
the clustergroupnumbereachiteration,eachiterationof the algorithmtakes,on averageO(logn) time.

In theworstcase anobjectreplicawill beplacedin the rst sener cluster in which casethealgorithm
mustexamineevery clusterto determinewherethe objectbelongs. The averagecasedependson the size
andweightingof thedifferentclustersandsodoesnot presentigoodmetricfor performancelf theweight
andclusterssizesare distributed evenly, thenclearly we will need,on average} iterations. However, we
believe that newer clusterswill tendto have higherweight, so thatin the averagecase,we only needto
calculatdogn iterations.
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Figure5: Time for looking up an objectversusthe numberof sener clustersin the system. All times
computedon anintel Pentiumlll 450.

Ratherthanusingjumpaheado generatestatisticallyrandomhashvaluesthatareparameterizely the
sener clustemumberwe have examinedanothem@pproachusingparametricandomnumbergenerators].
Theserandomnumbergeneratorarepopularfor distributedrandomnumbergenerationBy parameterizing
thegeneratedequencehegeneratorganassigna differentparameteto eachprocessoim acluster while
using the sameseed. This guaranteesinique,deterministicposeudo-randonmumbersequence$or each
processor

Onesimplemethod basedon Linear Congruencésenerator$5], allows the parameterizatioto occur
in O(1) time. LCGs, however, arenotoriousfor generatingiumberswhich all lie on a higherdimensional
hyperplaneandthusare strongly correlatedfor somepurposes.Unfortunately this correlationresultsin
very poordistribution of objectsin our algorithm,andsoLCGsareunusable.

We arecurrentlyexaminingothermoresophisticatedjeneratorshut asa nal note,our algorithmdoes
actuallysupportO(n) operationput thisis mostly of theoreticainterest.O(n) operationcanbe achieredas
follows: Onthe rst iteration,seedthe generatoandadwanceit n stepsaswould normally be done. Next
insteadof re-seedinghe generatorand adwancingit n — 1 steps,retainthe stateof the generator(do not
reseedt), andthenadwanceit the periodof the generato(in this case the maximumvalue of anunsigned
long integer) minus1. Sincethe periodof the generatoiis a known quantitywhich doesnot dependon n,
this canbedonein O(1) time. Of coursejts hardto imaginea distributedstoragedevice with 2% — 1 nodes,
apartfrom perhapsomesortof nano-scalelevice, sotheclassi cationasO(n) is of academidnterestonly.

5.2 Performance

In orderto understandhe realworld performancenf our algorithm,we testedthe averagetime perlookup
undermary differentcon gurations. First, we ran a testin which 40,0000bjectreplicaswere placedinto
con gurationsstartingwith 10 senersin a singleclusterto isolatethe effect of sener addition. We timed
these40000lookups,andthenaddedclustersof seners, 10 senersat a time, andtimed the same40,000
lookupsover the new sener organization. In Figure5(a), we canseethatthe line for lookupsunderthis
con gurationgrows fasterthanlinear, but muchslower thannlogn.

In Figure5(b), therearetwo lineswhich grow approximateljogarithmically Sincedisk capacityhas
beengrowing exponentially[10], we also considerthe performanceof the algorithmwhenthe weight of
(andhencenumberof objectassignedo) new clustersgrows exponentially The bottomline illustratesa
5% growth in capacitybetweerclusteradditions,andthe middle line representa 1% growth.
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(c) One server fails in a system with 2 clusters of 5 (d) One server fails in a system with 4 clusters of 5
servers, and 1 cluster of 12 servers. The failed server servers, where object replicas are distributed to adjacent
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Figure6: Thedistribution of the replicasof objectsstoredon a failed sener, wherethe sener fails under
differentsystemcon gurations.A total of 300,0000bjectsarestoredin thesystem.

Theweightingof new senerscanthereforesigni cantly improve the performancef the our algorithm.
Thisis consistentvith the predictionsmadein Section5.1.

5.3 Failure Resilience

Whena sener fails, clientsmustreadandwrite to othersenersfor eachof the objectsstoredon the failed
sener. If thereplicasfor aparticularsener areall storedonthesamesetof seners,i. e. if all of thereplicas
for objectson sener 3 arestoredon sener 4 andsener 5, thena sener failurewill causethe readloadon
the “mirror seners” to increaseby a factorof %, whereR is the degreeof objectreplication. This value
assumeshatthereplicatedclientsarenot usingquorumsfor readsjn which case all mirrors participaten
readssothattherewill benoincreasen load. Thisis afalsebene t however, sinceit is achieved by using
resourcesnefciently during normaloperation;% canbeasevereburdenwhenR is 2—-3,aslikely will be
usedin large-scalesystemsln orderto minimizethe load on senersduringa failure, our algorithmplaces
replicasof objectspseudo-random\sothatwhena sener fails, theloadon thefailed sener is absorbedy
every othersenerin thesystem.

Figure6(a) shaws a histogramof the distrikution of objectswhich replicateobjectson sener 6. In this
casetheloadis very uniform, asit is in Figure6(a), wherethe weight of eachsener clusterincreasesin
Figure6(c), we seeseveral spikes,andsereral senerswhich have no replicasof objectson sener 6. This
occursbecausdhe clusterwith which sener 6 wasaddedis of size 12, which is a compositenumber(
3x 22 = 12). Dependingn thedegreeof replicationandthe numberof distinctprimefactorsof thesizeof
thecluster if the sizeof a clusteris compositesome‘empty spots”’may occurin the cluster

Evenin whenthe numberis a compositenumber the objectsaredistributedrelatively uniformly over
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most of the seners. Clearly sucha distrikution is far superiorto a simplistic sequentialdistribution as
illustratedin Figure6(d), sinceafew senersin thesystem(R — 1 whereR is the degreeof replication,to be
exact)will take onary of theloadfrom thefailedsener.

Ouralgorithmdistributesloadfrom failedsenersvery closeto uniformly overall of theworking seners
in thesystem.

6 Operational Issues

Ouralgorithmeasilysupportdwo desirabldeaturedor large-scalestoragesystemsonlinerecon guration
for load balancing andvariabledegreesof replicationfor differentobjects.

6.1 Online Reconfiguration

Our algorithm easily allows load balancingto be done online while the systemis still servicingobject
requestsThebasicmechanisnis to identify all of the “sets” thatwill move from anexisting disk to a new

one;thiscanbedoneby iteratingover all possiblevaluesof x to identify thosesetsthatwill move. Notethat
our balancingalgorithmwill never move ary objectsfrom oneexisting disk to anothemrxisting disk; objects
areonly movedto new disks. Thisidenti cation passs very quick, particularlywhencomparedo thetime

requiredto actuallycopy objectsfrom onediskto another Duringthe proces®f addingdisks,therearetwo

basicreasonsvhy the clientmight notlocatethe objectatthe correctsener.

First, sener clustersmay have beenrecon gured, but the client may not have updatedits algorithm
con gurationandsener map. In that case the client canreceve an updatedcon guration from the sener
from whichit requestedhe objectin questionandthenre-runour algorithmusingthe new con guration.

Secondtheclientmayhave themostrecentcon guration,but thedesiredobjecthasnotyetbeenmoved
to thecorrectsener. In thatcasejf theclientthoughtthatthe objectreplicashouldbe locatedin clusterj,
but did not nd it, it cansimply continuesearchingsif clusterj hadnot beenaddedyet. Onceit nds the
object,it canwrite the objectin the correctlocationanddeleteit from theold one.

Differentsemanticdor objectlocking andcon gurationlocking will be necessarglependingon other
parametersn the system suchasthe commitprotocolused,but our algorithmis equally suitedfor online
or batchreoganization.

6.2 Adjustable Replication

Our algorithmallows the degree of replicationof an object, or all of the objectsto vary over time with

thefollowing constraint—whenhe systemis initially con gured,the administratomustsetthe maximum
degreeof replication. This value canbe no morethanthe sizeof theinitial cluster(sincewe musthave a
uniquelocationin which to placeall replicas). The client canthendecideon a per objectbasishov mary

replicasto place.If it placesewer thanthe maximumnumberpossiblethe spotsfor theremainingreplicas
canbe usedif a higherdegreeof replicationis desiredat a latertime. Practicallyspeakinga client might
useper le metadatdo determinghe degreeof replicationof the differentobjectswhich compose le in

anOBSD.

7 Conclusions
The algorithmwe have proposedexhibits excellentperformanceand distributesdatain a highly reliable

way. It alsoprovidesfor optimal utilization of storageandallows for heterogeneoudlustersof seners. In
addition, by usingreplicaidenti ers to indicatethe locationof differentstripesof an object,we canalso
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useour algorithmto placestripesfor ReedSolomoncoding or othersimilar striping and dataprotection
schemesNonethelesghereareafew improvementsye arecurrentlyinvestigating.

We arestudyinga moreef cient parameterizableandomnumbergeneratioror hashingunction,which
will make theworstcaseperformancef thealgorithmO(n). In addition,we arestudyinga modi cation to
thealgorithmwhichwill allow for clusterremoval. In exchangdor this capability the algorithmwill need
to look up all R replicasat once. This shouldnot signi cantly effect performancef locationsare cached
afterthey arecalculated.

We arealsoconsideringheexactprotocolsfor thedistribution of new clustercon gurationinformation.
Theseprotocolswill not requireary globallocks on clients,andin somecaseswvhereoptimistic locking
semanticareacceptablewill notrequireary locksatall.

We are consideringdifferentread/writesemanticdor differenttypesof storagesystemsandareinte-
gratingthis algorithminto a massvely scalablecluster le system.

Finally, we areconsideringa fast-recwery techniquewhich automaticallycreatesanextra replicaof an
objectseffectedby afailurein orderto signi cantly increase¢he meantime to failurefor a given degreeof
replication.
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