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Abstract

As storagesystemsscaleto thousandsof disks,datadistributionandloadbalancingbecomeincreasingly
important.We presentanalgorithmfor allocatingdataobjectsto disksasa systemasit grows from a few
disks to hundredsor thousands.A client using our algorithm can locatea dataobject in microseconds
without consultinga centralserver or maintaininga full mappingof objectsor buckets to disks. Despite
requiringlittle globalcon�gurationdata,our algorithmis probabilisticallyoptimalin bothdistributing data
evenly andminimizing datamovementwhennew storageis addedto thesystem.Moreover, our algorithm
supportweightedallocationandvariablelevelsof objectreplication,bothof whichareneededto ef�ciently
supportgrowing systemswhile technologychanges.



1 Intr oduction

As theprevalenceof large distributedsystemsandclustersof commoditymachineshasgrown, signi�cant
researchhasbeendevotedtowarddesigningscalabledistributedstoragesystems.Scalabilityfor suchsys-
temshastypically beenlimited to allowing theconstructionof a very large systemin a singlestep,rather
thantheslow accretionover timeof componentsinto a largesystem.Thisbiasis re�ectedin techniquesfor
ensuringdatadistribution andreliability that assumethe entiresystemcon�guration is known wheneach
objectis �rst writtento adisk. In modernstoragesystems,however, con�gurationchangesover timeasnew
disksareaddedto supplyneededcapacityor bandwidth.

The increasingpopularityof network-attachedstoragedevices (NASDs) [9], which allow the useof
thousandsof “smart disks” directly attachedto the network, hascomplicatedstoragesystemdesign. In
NASD-basedsystems,disksmaybeaddedby connectingthemto thenetwork, but ef�ciently utilizing the
additionalstoragemay be dif�cult. Suchsystemscannotrely on centralserversbecausedoing so would
introducescalability and reliability problems. It is also impossiblefor eachclient to maintaindetailed
informationabouttheentiresystembecauseof thenumberof devicesinvolved.

Our researchaddressesthis problemby providing analgorithmfor a client to mapany objectto a disk
usingasmallamountof infrequently-updatedinformation.Ouralgorithmdistributesobjectsto disksevenly,
redistributing asfew objectsaspossiblewhennew disksareaddedto preserve this even distribution. Our
algorithm is very fast, and scaleswith the numberof disk groupsaddedto the system. For example,a
1000disk systemin which diskswereaddedtenat a time would run in time proportionalto 100. In sucha
system,a modernclient would requireabout10 µs to mapanobjectto a disk. Becausethereis no central
directory, clientscando this computationin parallel,allowing thousandsof clientsto accessthousandsof
diskssimultaneously.

Our algorithmalsoenablestheconstructionof highly reliablesystems.Objectsmayhave anarbitrary,
adjustabledegreeof replication,allowing storagesystemsto replicatedatasuf�ciently to reducetherisk of
dataloss. Replicasaredistributedevenly to all of thedisksin thesystem,sothe loadfrom a faileddisk is
distributedevenly to all otherdisksin thesystem.As a result,thereis little performancelosswhena large
systemlosesoneor two disks.

Even with all of thesebene�ts, our algorithmis simple. It requiresfewer than100 lines of C code,
reducingthelikelihoodthata bug will causeanobjectto bemappedto thewrongserver. Eachclient need
only keepatableof all of theserversin thesystem,storingthenetwork addressandafew bytesof additional
informationfor eachserver. In a systemwith thousandsof clients,a small,simpledistribution mechanism
is abig advantage.

2 RelatedWork

Litwin, et al. describea classof datastructuresandalgorithmson thosedatastructureswhich theauthors
dubbedScalableDistributedDataStructures(SDDS)[18]. Therearethreemain propertieswhich a data
structuremustmeetin orderto beconsideredaSDDS.

1. A �le expandsto new serversgracefully, andonly whenserversalreadyusedareef�ciently loaded.

2. Thereis nomastersitethatobjectaddresscomputationsmustgo through,e.g.,to accessacentralized
directory.

3. The �le accessandmaintenanceprimitives,e.g.,search,insertion,split, etc., never requireatomic
updatesto multipleclients.
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While thesecondandthird propertiesareclearlyimportantfor highly scalabledatastructuresdesigned
to placeobjectsover hundredsor thousandsof disks,the �rst property, asit stands,couldbeconsidereda
limitation. In essence,a �le which grows to new serversbasedon storagedemandsratherthanon resource
availability will presentaverydif�cult administrationproblem.

Often,anadministratorwantsto adddisksto astorageclusterandimmediatelyrebalancetheobjectsin
theclusterto take advantageof thenew disksfor increasedparallelism.An administratordoesnot wantto
wait for the systemto decideto take advantageof the new resourcesbasedon algorithmiccharacteristics
andparametersthatthey donotunderstand.This is a fundamental�a w in all of theLH* variants.

Furthermore,Linear Hashingand LH* variantssplit buckets (disks in this case)in half, so that on
average,half of theobjectson a split disk will bemovedto a new, empty, disk. Moving half of theobjects
from onedisk to anothercauseswide differencesin thenumberof objectsstoredon differentdisksin the
cluster, andresultsin suboptimaldiskutilization[2]. Splitting in LH* will alsoresultin a “hot spot”of disk
andnetwork activity betweenthesplittingnodeandtherecipient.Ouralgorithm,on theotherhand,always
movesastatisticallyoptimalnumberof objectsfrom everydisk in thesystemto everynew disks,ratherthan
from onedisk to onedisk.

LH* variantssuchasLH*M [17], LH*G [19], LH*S [16], LH*SA [15], andLH*RS [20] describetech-
niquesfor increasingavailability of dataor storageef�ciency by usingmirroring, stripingandchecksums,
ReedSolomoncodesandotherstandardtechniquesin conjunctionwith thebasicLH* algorithm. Our al-
gorithmcanalsoeasilytake advantageof thesestandardtechniques,althoughthat is not the focusof this
paper.

Furthermorethe LH* variantsdo not provide a mechanismfor weightingdifferent disks to take ad-
vantageof diskswith heterogeneouscapacityof throughput.This is a reasonablerequirementfor storage
clusterswhich grow over time: we alwayswantto addthehighestperformanceor highestcapacitydisksto
ourcluster. Ouralgorithmallows weightingof disks.

Kröll andWidmayer[12] proposeanotherSDDSthatthey call DistributedRandomTrees(DRTs). DRTs
areoptimizedfor morecomplex queriessuchasrangequeriesandandclosestmatch,ratherthanthesimple
primary key lookup supportedby our algorithmandLH*. Additionally, DRTs supportserver weighting.
Becausethey are SDDS's, however, they have the samedif�culties with data-driven reorganization(as
opposedto administrator-driven reorganization)as do LH* variants. In addition, the authorspresentno
algorithmfor datareplication,althoughmetadatareplicationis discussedextensively. Finally, althoughthey
provide no statementsregardingtheaveragecaseperformanceof their datastructure,DRT hasworst-case
performancewhich is linear in the thenumberof disksin thecluster. In anotherpaper, theauthorsprove
a lower boundof W(

√
m) on the averagecaseperformanceof any treebasedSDDS[13], wherem is the

numberof objectsstoredby thesystem.Our algorithmhasperformancewhich is O(n logn) in thenumber
of groupsof disksadded;if disksareaddedin largegroups,asis oftenthecase,thenperformancewill be
nearlyconstanttime.

Vinralek,BrietbartandWeikum[2] discussa distributed�le organizationwhich resolvesthe issuesof
diskutilization (load)in LH*. They donot,however, proposeany solutionfor datareplication.

Peer-to-peersystemssuchasCFS[7], PAST [22], Gnutella[21], andFreeNet[4] assumethatstorage
nodesareextremelyunreliable. Consequently, datahasa very high degreeof replication. Furthermore,
mostof thesesystemsmake no attemptto guaranteelong termpersistenceof storedobjects.In somecases,
objectsmay be “garbagecollected”at any time by userswho no longerwant to storeparticularobjects
on their node,andin others,objectswhich areseldomusedareautomaticallydiscarded.Becauseof the
unreliability of individual nodes,thesesystemsusereplicationfor high availability, andarelessconcerned
with maintainingbalancedperformanceacrosstheentiresystem.

Other large scalepersistentstoragesystemssuchas Farsite[1, 8] and OceanStore[14] ensuremore
�le system-like semantics.Objectsplacedin the �le systemareguaranteed(within someprobability of
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Figure1: A typicalNASD-basedstoragesystem

failure)to remainin the�le systemuntil they areexplicitly removed(if removal is supported).OceanStore
guaranteesreliability by a very high degreeof replication. The inef�ciencies which are introducedby
thepeer-to-peerandwide arestoragesystemsin orderto addresssecurity, reliability in the faceof highly
unstablenodes,and client mobility (amongother things), introducefar too much overheadfor a tightly
coupledmassobjectstoragesystem.

Distributed�le systemssuchasAFS [11] usea client server model.Thesesystemstypically userepli-
cationat eachstoragenode,suchasRAID [3], aswell asclient cachingto achieve reliability. Scalingis
typically doneby addingvolumesasdemandfor capacitygrows. Thisstrategy for scalingcanresultin very
poorloadbalancing,andrequirestoomuchmaintenancefor largediskarrays.In addition,it doesnotsolve
theproblemof balancingobjectplacement.

3 Object PlacementAlgorithm

We have developedanobjectplacementalgorithmthatorganizesdataoptimally over a systemof disksor
serverswhile allowing online reorganizationin orderto take advantageof newly availableresources.The
algorithmallows replicationto be determinedon a per-object basis,and permitsweighting to distribute
objectsunevenly to bestutilize differentperformancecharacteristicsfor differentserversin thesystem.The
algorithmis completelydecentralizedandhasvery minimal storageoverheadandminimal computational
requirements.

3.1 Object-based Storage Systems

NASD-basedstoragesystemsarebuilt from largenumbersof relatively smalldisksattachedto ahighband-
width network, asshown in Figure1. Often,NASD disksmanagetheir own storageallocation,allowing
clientsto storeobjects ratherthanblockson the disks. Objectscanbe any sizeandmay have any 64-bit
name,allowing thediskto storeanobjectanywhereit can�nd space.If theobjectnamespaceis partitioned
amongtheclients,severalclientscanstoredifferentobjectsonasinglediskwithout theneedfor distributed
locking. In contrast,blocksmustbea�x edsizeandmustbestoredataparticularlocationondisk,requiring
theuseof adistributedlockingschemeto controlallocation.NASD devicesthatsupportanobjectinterface
arecalledobject-based storage devices (OBSDs)2 [23]. We assumethat thestoragesystemon which our
algorithmrunsis built from OBSDs.

Our discussionof thealgorithmassumesthateachobjectcanbemappedto a key x. While eachobject
musthave a uniqueidenti�er in thesystem,thekey usedfor our algorithmnot beuniquefor eachobject.

2OBSDs may also be called object-based disks (OBDs).
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j = c
while (objectnotmapped)

seeda randomnumbergeneratorwith theobject's key x
advancetherandomnumbergeneratorj steps.
generatea randomnumber0≤ z < n j +m j

if z ≥ m j

j = j−1
else

maptheobjectto server n j + z modm j

Figure2: Algorithm for mappingobjectsto serverswithout replicationor weighting.

Instead,objectsaremappedto a “set” thatmaycontainhundredsor thousandsof objects,all of whichshare
thekey x while having differentidenti�ers. Oncethealgorithmhaslocatedthesetin whichanobjectresides,
thatsetmaybesearchedfor thedesiredobject;this searchcanbedonelocally on theOBSDandtheobject
returnedto the client. By restrictingthe magnitudeof x to a relatively small number, perhaps106–107,
we make the objectbalancingdescribedin Section6.1 simplerto implementwithout losing the desirable
balancingcharacteristicsof thealgorithm.

Most previous work hasassumedeither that storageis static,or that storageis addedfor additional
capacity. We believe that additionalstoragewill be necessaryasmuchfor additionalperformanceasfor
capacity, requiringthatobjectsberedistributedto new disks. If objectsarenot rebalancedwhenstorageis
added,newly createdobjectswill be morelikely to be storedon new disks. Sincenew objectsaremore
likely to bereferenced,thiswill leave theexisting disksunderutilized.

We assumethat disksareaddedto the systemin clusters, with the jth clusterof diskscontainingm j

disks. If a systemcontainsN objectsandn j = å j−1
i= 0 mi disks,addingm morediskswill requirethat we

relocateN × m
nj+ m objectsto the new disks to preserve the balancedload. For all of our algorithms,we

assumethat existing clustersarenumbered0. . . c− 1, and that we areaddingclusterc. The cth cluster
containsmc disks,with nc disksalreadyin thesystem.

3.2 Basic Algorithm

We will call disks servers sincethis algorithm might be usedto distribute dataover an object database
or othermorecomplex service. Our algorithmoperateson the basicprinciple that in order to move the
(statistically)optimalnumberof objectsinto anew clusterof servers,thenfor agivenobjectwecansimply
pick a pseudo-randominteger z suchthat0≤ z < nc + mc. If z < mc, thentheobjectin questionmovesto
the new cluster. Our algorithmis appliedrecursively: eachtime we adda new clusterof servers,we add
anotherstepin the lookup process.To �nd a particularobject,we work backwardsthroughthe clusters,
startingat themostrecentlyadded,decidingwhethertheobjectwouldhave beenmovedto thatcluster. The
basicalgorithmfor determiningtheplacementof someobjectwith key x, beforemakingconsiderationsfor
objectreplication,andweightingis shown in Figure2.

Weuseauniformrandomnumbergeneratorwhichallows “jump-ahead”:thenext s numbersgenerated
by thegeneratorcanbeskipped,andthes+1stnumbercanbegenerateddirectly. Thegeneratorwhich we
usecanbeadvanceds stepsin O(logs) time,but we arecurrentlyexploring generatorswhich cangenerate
parametricrandomnumbersin O(1) time,asdescribedin Section5.1.

Using a simple inductive proof, we canshow that the expectednumberof objectsplacedin the new
clusterby thisbasicalgorithmis mc

nc+ mc
×N, andthatobjectswill berandomlydistributeduniformly overall

of theserversafterthereorganization.
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In thebasecase,all objectsshouldclearlygoto the�rst clustersincen0 = 0,meaningthat m0
n0+ m0

×N = N.
Furthermore,sincez comesfrom a uniform distribution and eachobject will be placedon server 0+ z
modm0 = z modm0, the probability of choosinga given server is 1

m0
. Thus eachserver hasan equal

probabilityof beingchosen,sotheobjectswill bedistributeduniformly over all of theserversafterplacing
themonthe�rst cluster.

For theinductionstep,assumethatN objectsarerandomlydistributeduniformly overnc serversdivided
into c−1 clusters,andweaddclusterc containingmc servers.Wewill optimallyplace mc

nc+ mc
×N objectsin

clusterc.
Sinceeachrandomnumber0≤ z < nc +mc is equallylikely, we have a probabilityof mc

nc+ mc
of moving

any given objectto a server in clusterc. With N objects,the total numberof objectsmoved to a server in
clusterc is mc

nc+ mc
×N—theoptimalvalue.

SincetheN objectsin thesystemaredistributeduniformly over nc serversby our inductive hypothesis,
a relocatedobjecthasan equalprobability of coming from any of nc servers. The expectednumberof
objectsmoved from any given server S (where0 ≤ S < nc ) is mc

nc+ mc
· 1

nc
·N. so the expectednumberof

objectsremainingonany server S will be 1
nc

�
1− mc

nc+ mc

�
·N = N

nc+ mc
. Sincetheexpectednumberof objects

placedin clusterc is mc
nc+ mc

·N, the expectednumberof objectsplacedon a given server in clusterc is
1

mc
· mc

nc+ mc
·N = N

nc+ mc
.

Becausetheexpectednumberof objectson any server in thesystemis N
nc+ mc

, thedistribution of objects
in thesystemremainsuniform. Sincethedecisionregardingwhichobjectsto moveandwhereto movethem
is madeusingapseudo-randomprocess,thedistribution of objectsin thesystemalsoremainsrandom.

4 Cluster Weighting and Replication

Simply distributing objectsto uniform clustersis not suf�cient for large-scalestoragesystems.In practice,
largeclustersof diskswill requireweightingto allow newer disks,which arelikely to befasterandlarger,
to containa higherproportionof objectsthanexisting servers. Suchclusterswill alsoneedreplicationto
overcomethefrequentdisk failuresthatwill occurin clustersof thousandsof servers.

4.1 Cluster Weighting

In mostsystems,clustersof servershave differentproperties—newer serversarefasterandhave moreca-
pacity. We mustthereforeaddweightingto thealgorithmto allow someserver clustersto containa higher
proportionof objectsthanothers.To accomplishthis,weuseaweightadjustmentfactorw j for everycluster
j. This factorwill likely be a numberwhich describesthe power (suchascapacity, throughput,or some
combinationof the two) of theserver. For example,if clustersareweightedby thecapacityof thedrives,
andeachdrive in the�rst clusteris 60gigabytes,andeachdrive in thesecondclusteris 100gigabytes,then
w0 mightbeinitializedto 60,andw1 mightbeinitializedto 100.Wethenusem′

j = m jw j in placeof m j and

n′j = å j−1
i= 0 m′

i in placeof n j in Figure2. Onceanobject's clusterhasbeenselected,it canbemappedto a
server by n j + v modm j , asdonein thebasicalgorithm.

The useof 64-bit integersandarithmeticallows for very large systems;a 1,000terabytesystemthat
weightsby gigabyteswill have a total weightof only 1 million. If weightsarenaturallyfractional(asfor
bandwidth,perhaps),they canall bescaledby aconstantfactorcw to ensurethatall w j remainintegers.
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j = c
while objectis notmapped

seeda randomnumbergeneratorwith theobject's key x
advancethegeneratorj steps
m′

j = m jw j

n′j = å
j−1
i= 0 m′

i
generatea randomnumber0≤ z < (n′j +m′

j)

choosea randomprimenumberp ≥ m′
j

v = x+ z+ r× p
z′ = (z+ r× p) mod(n′j +m′

j)

if m j ≥ R and z′ < m′
j

maptheobjectto server n j +(v modm j)
elseif m j < R and z′ < R ·w j and v modR < m j

maptheobjectto server n j +(v modR).
else

j = j−1

Figure3: Algorithm for mappingobjectsto serverswith replicationandweighting.

4.2 Replication

Thealgorithmbecomesslightly morecomplicatedwhenweaddreplicationbecausewemustguaranteethat
no two replicasof anobjectareplacedon thesameserver, while still allowing theoptimalplacementand
migrationof objectsto new server clusters.

This versionof the algorithm,shown in Figure3, relieson the fact that multiplying somenumbern
modm by aprime p which is largerthanm de�nesabijectionbetweentheorderedsetS = {0. . .m−1} and
somepermutationof S [6]. Furthermore,thenumberof uniquebijectionsis equalto thenumberof elements
of S which arerelatively prime to m. In otherwords,multiplying by a prime larger thanm permutesthe
elementsof S in oneof f (m) ways,wheref (·) is theEulerPhi function[6], asdescribedin Section4.3.

Again, x is the key of the objectbeingplaced,c is the numberof clusters,n j is the total numberof
serversin the �rst j−1 clusters,andm j is thenumberof serversin cluster j, where j ∈ {0. . . c−1}. Let
R equalthemaximumdegreeof replicationfor anobject,andr ∈ {0. . .R−1} bethereplicanumberof the
objectin question.z ands arepseudo-randomvaluesusedby thealgorithm.

The algorithmalsoassumesthat m0 ≥ R. That is, the numberof servers in the �rst clusteris at least
aslarge asthe maximumdegreeof replication. This makesintuitive sensesinceif it werenot true, there
would not bea suf�cient numberof serversavailableto accommodateall of thereplicasof anobjectwhen
thesystemis �rst broughtonline.

In thecasewherem j < R, ouralgorithm(intuitively speaking)�rst pretendsthattheclusteris of sizeR.
It thenselectsonly thoseobjectreplicaswhich would beallocatedto the �rst m j serversin our imaginary
clusteror R servers. In this way, we canavoid mappingmorethanonereplicato thesameserver. When

m j < R, thenumberof objectswhichgetmappedinto cluster j is wj ·R
n′j+ m′

j
· mj

R =
m′

j

n′j+ m′
j
, sotheR factorcancels

completely.
Let thetotalweightin thesystemW beå c−1

i= 0 wimi . Thefractionof thetotalweightpossessedby aserver
in cluster j is thus wi

W . We mustthereforeshow thattheexpectednumberof objectreplicasownedby some
server j is wj

W ·N ·R.
We alsomustshow that no two replicasof thesameobjectget placedon thesameserver. Again, we

canprove thesefactsusinginduction. We omit theproof that theobjectsremaindistributedover theother

6



(x+z)mod m

(r*p) mod m

mod m

Figure4: The mappingof the ordersetof integers{0, . . . ,m j −1} to a permutationof that setusingthe
function f (x) = (x+ z+ r× p) modm j

clustersaccordingto their weights,sincetheargumentis essentiallyidenticalto that in thebasicalgorithm
describedin Section3.2.

In the basecase,n′0 = 0, andz′ is modulusn′0 + m′
0 = m′

0 (andhencez′ < m′
0). Sincewe requirethat

the �rst clusterhave at leastR servers, we will always map the object to server n0 + (v modm0) = v
modm0 which is in the �rst cluster, asdescribedin Figure3. v is a pseudo-randomnumber(becausez
is pseudo-random),so an objecthasan even chanceof beingplacedon any of the m0 servers in cluster
0. Therefore,the expectednumberof objectsplacedon a given server whenthereis only oneclusteris
1

m0
·N ·R = w0

w0m0
·N ·R = w0

W ·N ·R, which is whatwewantedto prove.
Now,

[x+ z+ r× p]≡m0 [x+ z]+ [r× p].

Wecanthereforeexaminethe(x+ z) modm0 term,andthe(r× p) modm0 termseparately.
Recall that x is the key of an object. Sincex andz canbe any value,both of which are(potentially)

different for eachobject, but the samefor eachreplicaof the object, x + z can be viewed as de�ning a
randomoffsetwithin them0 serversin the�rst clusterfrom which to startplacingobjects.

p andm1 arerelatively prime,soby theChineseRemainderTheorem[6], for a given y, [r× p] ≡m0 y
hasa uniquesolution modm0. In otherwords,p de�nesa bijectionfrom theorderedset{0, . . . ,m0 −1}
to somepermutationof thatset.

Thuswe canthink of (x+ z+ r× p) modm0 asdenotingsomepermutationof theset{0, . . . ,m0 −1},
shiftedby (x + z) modm0.3 In otherwords, if we rotatethe the last elementto the �rst position x + z
times,thenwe have thesetde�ned by f (x) = (x + z + r× p) modm0. Sincethis is alsoa permutationof
{0, . . . ,m0−1}, andsincer < m0, eachreplicaof anobjectmapsto auniqueserver, asshown in Figure4.

For theinductionstep,assumethatN objectsarerandomlydistributeduniformly overnc serversdivided
into c−1 clusters.Furthermore,assumeeachclusteris weightedby someper-server (unnormalized)weight
w j where0≤ j < c, andthatall of theobjectreplicasin thesystemaredistributedrandomlyover all of the
serversaccordingto eachserver's respective weight(de�ned by theserver's cluster).

If we adda cluster j containingm j servers,thenw j ·m j is thetotal weightallocatedto cluster j. Since
a givenobjectreplicais placedin cluster j with probability wj ·mj

W , theexpectednumberof objectsplacedin
cluster j is wjmj

W ·N ·R. As in thebasecase,theobjectreplicaswill bedistributedover theserversin cluster j
uniformly, sotheexpectednumberof numberof objectreplicasallocatedto aserver in cluster j is wj

W ·N ·R,
which is whatwewantedto show.

3The number of unique permutations of {0; : : : ;m0 −1} which can be obtained by multiplying by a coprime of m0 is equal to
the Euler Phi Function φ(m0), as described in Section 4.3.
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Sincep de�nes a bijection betweenthe orderedset{0, . . . ,m j −1} andsomepermutationof that set,
eachreplicawhich getsplacedin cluster j getsplacedon a uniqueserver. Note that at mostm j out of R
replicasof a givenobjectcanbeplacedin cluster j, sincetheotherR−m j replicaswill bemappedmodR
to valueswhicharegreaterthanor equalto m j whenm j < R.

Thus,our algorithmmovesthe optimal numberof algorithmsto cluster j, andno two replicasof the
sameobjectgetplacedon thesameserver.

4.3 Choosing Prime Numbers

Ouralgorithmusesarandomprimenumber, whichmustbeknown by everyserver andclient in thesystem.
It is suf�cient to choosea randomprimefrom a largepool of primes.This prime p will berelatively prime
to any modulusm < p, aswill p modm. Furthermore,choosingarandomprimeandcomputingp modm
is statisticallyequivalentto makinga uniform draw from thesetof integersin theset{0, . . . ,m−1} which
arealsorelatively primeto m. A proofof this is beyondthescopeof thispaper.

Thenumberof integersin theset{0, . . . ,m−1} which arerelatively primeto m (theserelatively prime
integerswill becalledcoprimes for theremainderof thissection)isdescribedby theEulerPhiFunction:

f (m) = mÕ
p|m

p−1
p

wherep|m meansthesetof all p suchthat p is a factorof m[6].
Sincef (m) < m! whenm > 2, thenumberof bijectionsdescribedby thesetof coprimesto m is smaller

in generalthanthe numberof possiblepermutationsof a setof integers{0, . . . ,m−1}. It is alsobeyond
the scopeof this paperto show precisestatisticalimpactof this difference. The practicalimpactof this
differencecanbeseen,however, in Figure6(c).

5 Performanceand Operating Characteristics

5.1 Theoretical Complexity

In this sectionwe demonstratethatour algorithmhastime complexity of O(n · r) wheren is thenumberof
server additionsmade,andr is the time in which it takesto generateanappropriaterandomnumber. The
algorithmthatwearecurrentlyusingto generaterandomnumberstakesO(logn) time. Thiscantheoretically
bereducedto O(1).

As notedin Section4.3, appropriateprime numberscanbe chosenin O(1) time, andthe restof the
operationsotherthanthoserelatedto generatingrandomnumbersarearithmetic,soeveryoperationbesides
thoseusedfor generatingrandomnumbersrunsin O(1) time.

The algorithmfor seedingand actuallygeneratingrandomnumbersis also constanttime [24]. The
algorithmfor “jumpahead,” or advancingthe randomnumbergeneratora given numberof stepswithout
calculatingintermediatevalues,however takes O(logn) time. Speci�cally, the algorithmfor jumpahead
requiresmodularexponentiation,which is known to run in O(logn) time[6]. Sincewemustjumpaheadby
theclustergroupnumbereachiteration,eachiterationof thealgorithmtakes,onaverageO(logn) time.

In theworstcase,anobjectreplicawill beplacedin the�rst server cluster, in which casethealgorithm
mustexamineevery clusterto determinewheretheobjectbelongs.Theaveragecasedependson thesize
andweightingof thedifferentclusters,andsodoesnotpresentagoodmetricfor performance.If theweight
andclusterssizesaredistributedevenly, thenclearly we will need,on averagen

2 iterations.However, we
believe that newer clusterswill tendto have higherweight, so that in the averagecase,we only needto
calculatelogn iterations.
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Ratherthanusingjumpaheadto generatestatisticallyrandomhashvaluesthatareparameterizedby the
serverclusternumber, wehaveexaminedanotherapproachusingparametricrandomnumbergenerators[5].
Theserandomnumbergeneratorsarepopularfor distributedrandomnumbergeneration.By parameterizing
thegeneratedsequence,thegeneratorscanassignadifferentparameterto eachprocessorin acluster, while
using the sameseed. This guaranteesunique,deterministicpseudo-randomnumbersequencesfor each
processor.

Onesimplemethod,basedon LinearCongruenceGenerators[5], allows theparameterizationto occur
in O(1) time. LCGs,however, arenotoriousfor generatingnumberswhich all lie on a higherdimensional
hyperplane,andthusarestronglycorrelatedfor somepurposes.Unfortunately, this correlationresultsin
verypoordistribution of objectsin ouralgorithm,andsoLCGsareunusable.

We arecurrentlyexaminingothermoresophisticatedgenerators,but asa �nal note,our algorithmdoes
actuallysupportO(n) operation,but this is mostlyof theoreticalinterest.O(n) operationcanbeachievedas
follows: On the�rst iteration,seedthegeneratorandadvanceit n steps,aswould normallybedone.Next
insteadof re-seedingthe generatorandadvancingit n− 1 steps,retain the stateof the generator(do not
reseedit), andthenadvanceit theperiodof thegenerator(in this case,themaximumvalueof anunsigned
long integer)minus1. Sincetheperiodof thegeneratoris a known quantitywhich doesnot dependon n,
thiscanbedonein O(1) time. Of course,its hardto imagineadistributedstoragedevicewith 232−1 nodes,
apartfrom perhapssomesortof nano-scaledevice,sotheclassi�cationasO(n) is of academicinterestonly.

5.2 Performance

In orderto understandtherealworld performanceof our algorithm,we testedtheaveragetime per lookup
undermany differentcon�gurations. First, we rana testin which 40,000objectreplicaswereplacedinto
con�gurationsstartingwith 10 serversin a singleclusterto isolatetheeffect of server addition. We timed
these40000lookups,andthenaddedclustersof servers,10 serversat a time, andtimed the same40,000
lookupsover the new server organization. In Figure5(a), we canseethat the line for lookupsunderthis
con�gurationgrows fasterthanlinear, but muchslower thann logn.

In Figure5(b), therearetwo lineswhich grow approximatelylogarithmically. Sincedisk capacityhas
beengrowing exponentially[10], we alsoconsiderthe performanceof the algorithmwhenthe weight of
(andhencenumberof objectassignedto) new clustersgrows exponentially. The bottomline illustratesa
5%growth in capacitybetweenclusteradditions,andthemiddleline representsa1%growth.
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(a) One server fails in a system with 4 evenly weighted
clusters of 5 servers
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(b) One server fails in a system with 4 clusters of 5
servers, each cluster having increasing weight
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(c) One server fails in a system with 2 clusters of 5
servers, and 1 cluster of 12 servers. The failed server
is in the the cluster of 12 servers.
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(d) One server fails in a system with 4 clusters of 5
servers, where object replicas are distributed to adjacent
servers

Figure6: Thedistribution of the replicasof objectsstoredon a failedserver, wheretheserver fails under
differentsystemcon�gurations.A total of 300,000objectsarestoredin thesystem.

Theweightingof new serverscanthereforesigni�cantly improve theperformanceof theouralgorithm.
This is consistentwith thepredictionsmadein Section5.1.

5.3 Failure Resilience

Whena server fails, clientsmustreadandwrite to otherserversfor eachof theobjectsstoredon thefailed
server. If thereplicasfor aparticularserverareall storedonthesamesetof servers,i. e. if all of thereplicas
for objectson server 3 arestoredon server 4 andserver 5, thena server failurewill causethereadloadon
the“mirror servers” to increaseby a factorof R

R−1 , whereR is thedegreeof objectreplication.This value
assumesthatthereplicatedclientsarenot usingquorumsfor reads,in which case,all mirrorsparticipatein
reads,sothattherewill beno increasein load.This is a falsebene�t however, sinceit is achievedby using
resourcesinef�ciently duringnormaloperation; R

R−1 canbeasevereburdenwhenR is 2–3,aslikely will be
usedin large-scalesystems.In orderto minimizetheloadon serversduringa failure,our algorithmplaces
replicasof objectspseudo-randomly, sothatwhenaserver fails, theloadon thefailedserver is absorbedby
everyotherserver in thesystem.

Figure6(a)shows a histogramof thedistribution of objectswhich replicateobjectson server 6. In this
casethe load is very uniform, asit is in Figure6(a),wheretheweightof eachserver clusterincreases.In
Figure6(c), we seeseveralspikes,andseveralserverswhich have no replicasof objectson server 6. This
occursbecausethe clusterwith which server 6 wasaddedis of size12, which is a compositenumber(
3×22 = 12). Dependingon thedegreeof replicationandthenumberof distinctprimefactorsof thesizeof
thecluster, if thesizeof aclusteris composite,some“emptyspots”mayoccurin thecluster.

Even in whenthenumberis a compositenumber, theobjectsaredistributedrelatively uniformly over

10



most of the servers. Clearly sucha distribution is far superiorto a simplistic sequentialdistribution as
illustratedin Figure6(d),sincea few serversin thesystem(R−1 whereR is thedegreeof replication,to be
exact)will take on any of theloadfrom thefailedserver.

Ouralgorithmdistributesloadfrom failedserversverycloseto uniformly overall of theworkingservers
in thesystem.

6 Operational Issues

Ouralgorithmeasilysupportstwo desirablefeaturesfor large-scalestoragesystems:onlinerecon�guration
for loadbalancing,andvariabledegreesof replicationfor differentobjects.

6.1 Online Reconfiguration

Our algorithm easily allows load balancingto be doneonline while the systemis still servicingobject
requests.Thebasicmechanismis to identify all of the“sets” thatwill move from anexisting disk to a new
one;thiscanbedoneby iteratingoverall possiblevaluesof x to identify thosesetsthatwill move. Notethat
ourbalancingalgorithmwill nevermoveany objectsfrom oneexistingdisk to anotherexistingdisk;objects
areonly movedto new disks.This identi�cation passis veryquick,particularlywhencomparedto thetime
requiredto actuallycopy objectsfrom onediskto another. Duringtheprocessof addingdisks,therearetwo
basicreasonswhy theclientmightnot locatetheobjectat thecorrectserver.

First, server clustersmay have beenrecon�gured,but the client may not have updatedits algorithm
con�gurationandserver map. In thatcase,theclient canreceive anupdatedcon�guration from theserver
from which it requestedtheobjectin question,andthenre-runouralgorithmusingthenew con�guration.

Second,theclientmayhavethemostrecentcon�guration,but thedesiredobjecthasnotyetbeenmoved
to thecorrectserver. In thatcase,if theclient thoughtthattheobjectreplicashouldbelocatedin cluster j,
but did not �nd it, it cansimply continuesearchingasif cluster j hadnot beenaddedyet. Onceit �nds the
object,it canwrite theobjectin thecorrectlocationanddeleteit from theold one.

Differentsemanticsfor objectlocking andcon�guration locking will benecessarydependingon other
parametersin thesystem,suchasthecommitprotocolused,but our algorithmis equallysuitedfor online
or batchreorganization.

6.2 Adjustable Replication

Our algorithmallows the degreeof replicationof an object, or all of the objectsto vary over time with
thefollowing constraint—whenthesystemis initially con�gured,theadministratormustsetthemaximum
degreeof replication. This valuecanbe no morethanthesizeof the initial cluster(sincewe musthave a
uniquelocationin which to placeall replicas).Theclient canthendecideon a perobjectbasishow many
replicasto place.If it placesfewer thanthemaximumnumberpossible,thespotsfor theremainingreplicas
canbeusedif a higherdegreeof replicationis desiredat a later time. Practicallyspeaking,a client might
useper-�le metadatato determinethedegreeof replicationof thedifferentobjectswhich composea �le in
anOBSD.

7 Conclusions

The algorithmwe have proposedexhibits excellentperformanceanddistributesdatain a highly reliable
way. It alsoprovidesfor optimalutilizationof storage,andallows for heterogeneousclustersof servers. In
addition,by usingreplicaidenti�ers to indicatethe locationof differentstripesof an object,we canalso
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useour algorithmto placestripesfor ReedSolomoncodingor othersimilar striping anddataprotection
schemes.Nonetheless,therearea few improvementswearecurrentlyinvestigating.

Wearestudyingamoreef�cient parameterizablerandomnumbergenerationor hashingfunction,which
will make theworstcaseperformanceof thealgorithmO(n). In addition,wearestudyingamodi�cation to
thealgorithmwhich will allow for clusterremoval. In exchangefor this capability, thealgorithmwill need
to look up all R replicasat once. This shouldnot signi�cantly effect performanceif locationsarecached
afterthey arecalculated.

Wearealsoconsideringtheexactprotocolsfor thedistributionof new clustercon�gurationinformation.
Theseprotocolswill not requireany global locks on clients,andin somecaseswhereoptimistic locking
semanticsareacceptable,will not requireany locksatall.

We areconsideringdifferentread/writesemanticsfor differenttypesof storagesystems,andareinte-
gratingthisalgorithminto amassively scalablecluster�le system.

Finally, we areconsideringa fast-recovery techniquewhich automaticallycreatesanextra replicaof an
objectseffectedby a failurein orderto signi�cantly increasethemeantime to failurefor a givendegreeof
replication.
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